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This definition of universality captures our ability to get as good as we want
in doing something very specific, i.e. a particular unitary operation, with a
finite set of quantum gates. But if we want to be infinitely precise, we might
need an infinite sequence of these gates.

Examples of approximately universal set of gates are {ﬁ' , R%,TOFFOLI}

and {,CNOT, Rz }.

10.4 Grover’s Algorithm (Unstructured search)

Grover’s algorithm is a quantum algorithm for finding a specific item in a list
of items with very high probability. Consider a list of N items. Each position
in the list is labeled by an index ¢ and contains a numerical value. There is no
ordering in the numerical values. In a classical algorithm, if there is no order in
the values, in the worst case scenario, we have to check all N items to find the
right one with probability 1.

In what follows, we will use as an example a list of 8 items. The list will be
{10)|1)...|7)} = {|000), |001},|010), |011), |100),|101),|110),|111}} and the ele-
ment we will be searching for |w) = |5) = |101).
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10.4 Grover’s Algorithm (Unstructured search)

Grover’s algorithm is a quantum algorithm for finding a specific item in a list
of items with very high probability. Consider a list of N items. Each position
in the list is labeled by an index ¢ and contains a numerical value. There is no
ordering in the numerical values. In a classical algorithm, if there is no order in
the values, in the worst case scenario, we have to check all N items to find the
right one with probability 1.

In what follows, we will use as an example a list of 8 items. The list will be
{10}|11) ... |7)} = {]|000), |001),|010), |011), |100), |101),|110),|111)} and the ele-

ment we will be searching for |w) = |5) = |101).

Preparation of the list state We assign a state to the list. This state is
an equiprobable superposition of the elements in the list. We can create this
superposition of N elements by acting with the Hadamard operator N times on

the vector |00..0).
N-1

|s) = L Y |z)=H®Y0...0). (130)
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the values, in the worst case scenario, we have to check all N items to find the
right one with probability 1.

In what follows, we will use as an example a list of 8 items. The list will be

{10)|1) ...|7)} = {|000), |001),|010), |011), |100), |101),|110),|111)} and the ele-
ment we will be searching for |w) = |5) = [101).

Preparation of the list state We assign a state to the list. This state is
an equiprobable superposition of the elements in the list. We can create this
superposition of N elements by acting with the Hadamard operator [V times on
the vector |00..0).

sy = —= ) |z) = H®N|0...0). (130)

The Oracle The oracle is a unitary operator that ‘paints’ the wanted item in
the list, by assigning a relative phase to that element. Let us call the element
that we search for |w). Then, the oracle is defined as follows:

Definition 10.3 (Oracle).
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{10Y[1) ...|7)} = {|000), [001), |010), [011), |100), |101),]110Y, [111)} and the ele-
ment we will be searching for |w) = |5) = |101).

Preparation of the list state We assign a state to the list. This state is
an equiprobable superposition of the elements in the list. We can create this
superposition of NV elements by acting with the Hadamard operator /N times on
the vector |00..0).

1 N-—-1 )
|s) = i ».12;6 lz) = H®N|0...0). (130)

The Oracle The oracle is a unitary operator that ‘paints’ the wanted item in
the list, by assigning a relative phase to that element. Let us call the element
that we search for |w). Then, the oracle is defined as follows:

Definition 10.3 (Oracle).

~ - 0, z#w
O = (~1)f @), f(-fc)={l T (131)
, T=W
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an equiprobable superposition of the elements in the list. We can create this
superposition of N elements by acting with the Hadamard operator /N times on
the vector |00..0).

|s) = Y |z)y=H®Y0...0). (130)

The Oracle The oracle is a unitary operator that ‘paints’ the wanted item in
the list, by assigning a relative phase to that element. Let us call the element
that we search for |w). Then, the oracle is defined as follows:

Definition 10.3 (Oracle).

. 0,
U i= (-1)/®@a),  f(z) = { kil (131)
l, z=w
In our example, since w = 101, the oracle reads:
X Is  Os5x1 Osxe
Us=| Oixs —1 O1x2 (132)

O2x5 0O2x1 1o
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| 53

[ 54]
I
5 Amplitude Amplification The chance of guessing the correct item in the
| list is originally |({s|w)|? = %, since the superposition is equiprobable. Consider
the two-dimensional space spanned by |w) and |s). The two states are not
| orthogonal, so we build an orthonormal set {|w), |s’)} such that
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orthogonal, so we build an orthonormal set {|w), |s"}} such that

o (ls) = (sfwdlu)) |
0= sy = (el I (133)

| 53

The state |s’}) is constructed by |s) by sub-

tracting the projection on |w) and then nor-

W) malising. Let us call # the angle between the
states |s) and |s'). .

|s) = cosB|s’) + sin B|w). (134)

s> Before applying the amplification routine,
= we can determine the angle 6 by project-
| EE ' >I%>ing the state [s') on |s), using (133). It

s is useful to start by determining the norm

Is) = (slew)fw) |-
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Hs) = {slw)lw) |I* = ((s] = (slw)(w])(|s) — (slw) |w)) =1~ % =

| “ sy = (slw)w} | = /1= %, (135)

where we used (s|w) = \/LN Then, the inner product (s|s’) yields:

86

| (s]g) =4/1— % = cosf =4/l a4+ =>sinf=4/% (136)
We can rewrite the state |s) as:
1
56 1
|s) = cosf|s’) +sinflw), sinh=——. (137)

VN

; This expression will help us understand the effect of the amplitude amplification
o ‘more geometrically in the |s’), |w) plane.
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where we used (s|w) = \/LN Then, the inner product (s|s’) yields:
(s|s') =4/1— % = cosf =4/1— & =sinf =4/+ (136)
We can rewrite the state |s) as:
1
|s) = cosf|s’) +sinf|lw), sinf = —. (137)

VN

This expression will help us understand the effect of the amplitude amplification
more geometrically in the |s'), |w) plane.
The amplitude amplification is then the foliowing routine:

1. Apply the oracle to |s): Uw|s).

2. Apply a reflection about |s): Us = 2|s)(s| — 1.
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(U,U,)"|s) = cos[(2n + 1)8]|s") + sin[(2n + 1)8]|w) (140)

54

So, the amplitude of every state decreases except for |w), which increases.

=
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n times
o Figure 16: The amplification subroutine is applied n times before the final
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n times

Figure 16: The amplification subroutine is applied n times before the final L
| " measurement of the list.

| : How many times do we have to repeat the amplification to get to finding the
entry? Ideally, we have reached the solution when the angle becomes 7 so that
2 we get exactly to the |w)-axis. Thus,

N 4arcsin(1/vN) B

3

2n+1)0=—-=|n (141)

M| 3
|

86

I When N > 1 then

n ~ "T‘F ~ O(VN)|. (142)

which is a very significant reduction of complexity compared to the O(N) com-
plexity of a classical algorithm.
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Quantum Cryptography




Cryptographic algorithms

(A Secure cryptography

3 Security of information with full certainty
A need to share the means for deciphering (called ‘the key’)

[ Complexity based cryptography

A Deciphering requires a lot of computational resources
d  NP-hard problems
d  Not mathematically completely secure
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ONE-TIME PAD (Encryption)

XOR = Addition modulo 2

MESSAGE 110111011
KEY 101011010

ENCRYPTED MESSAGE 011100001.
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ONE-TIME PAD (Vulnerabilities)

A “crib dragging” attacks :correlation related information

A Requires a secure channel to share a key every time

d  SOLUTION: Quantum Key Distribution (QKD)
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|A) & 1
|D) «» 0

Figure 17: Vertical-horizontal basis and diagonal-antidiagonal basis.
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Alice generates a key .
Alice generates a random sequence of measurcment basis.

For each measurement basis the bits 0,1 correspond to one of the basis
vectors {|H), |V),|D),|A)}. To be more precise, in the + basis 0 corre-
sponds to |H) and 1 to |V), while in the x basis 0 corresponds to |D) and

1 to |A).

0 — |H) . 10— |D)

+ basis X basis 144
1 —|V) 1—|A) ( )

Alice encodes the corresponding states to the quantum channel.
Bob gencrates a random sequence of measurement basis.

Bob performs a measurement of the quantum channel. If the basis was
chosen correctly, the measured bit is certainly the correct one. For every
wrong choice of basis there is probability % to measure the correct bit.
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Alice generates a key .
Alice generates a random sequence of measurement basis.

For each measurement basis the bits 0,1 correspond to one of the basis
vectors {|H), |V),|D),|A)}. To be more precise, in the + basis 0 corre-
sponds to |H) and 1 to |[V'), while in the x basis 0 corresponds to |D) and

1 to |A).

0 — |H) . ]0—|D)

+ basis X basis 144
1 —|V) 1—|A) ( )

Alice encodes the corresponding states to the quantum channel.
Bob gencrates a random sequence of measurement basis.

Bob performs a measurement of the quantum channel. If the basis was
chosen correctly, the measured bit is certainly the correct one. For every
wrong choice of basis there is probability % to measure the correct bit.
Alice publicly posts her choice of basis. Bob discards the bits that corre-
spond to wrong choice of basis. The remaining bits are the shared key of

Bob and Alice.
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BB84 (Example)

Table 10: BB84 Protocol

Alice’s key 1
Alice’s basis i
(Q.channel input \Y%
Bob’s basig!?| 5
Bob’s measurement !’ ! [

7

The symbol [?] means that the measurement cannot be predetermined, it is
either 0 or 1 with probability % Red colour corresponds to wrong measurements
in the wrong basis. Green colour corresponds to correct guess in the wrong basis.
Black colour corresponds to correct guess in the correct basis.
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BB84 (Example)

Table 10: BB84 Protocol

Alice’s key 1 10 0
Alice’s basis A
(Q.channel input \Y%
*

Bob’s basig!®

1

+ 503 X
H V D
+ X i
01 :

0

Bob’s measurement!!”, 7?7 [? 0] [
Ha | Measurement example ' 1 0 0] O
6 Shared key'®| 0 || 0
The symbol [7] means that the measurement cannot be predetermined, 1t 1s
either 0 or 1 with probability % Red colour corresponds to wrong measurements
in the wrong basis. Green colour corresponds to correct guess in the wrong basis.
Black colour corresponds to correct guess in the correct basis.

Pirsa: 24030061 Page 29/36



BB84 (Protocol safety)

Table 11: Attack scenario

Alice key 1 1 7
Alice basis i ' i

Alice sends
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BB84 (Protocol safety)

Table 11: Attack scenario

Alice key
Alice basis
Alice sends

Eve’s basis
Eve measures

Pirsa: 24030061 Page 31/36



BB84 (Protocol safety)

Table 11: Attack scenario

Alice key
Alice basis

Alice sends

Eve’s basis

Eve measures

Bob’s basis
Bob measures

<+ |19 x|=Z+|o
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BB84 (Protocol safety)

Table 11: Attack scenario

Alice key
Alice basis

Alice sends

Eve’s basis

Eve measures

Bob’s basis
Bob measures
Bob’s key

= X[ X || X |-

Pirsa: 24030061 Page 33/36



BB84 (Protocol safety)

What is the probability of going undetected?
Eve must not get a wrong state back to the channel
Thereis ap, =7 probability for Eve to guess the right basis

There is a p, = 2 probability to get the right answer in the case of choosing
the wrong basis

Eve chooses right basis Always correct state
p,= P, = Protar™ P1P2 =72

\ | Correct answer
Eve chooses wrong basis < p,= ¥ P = 2% Vo= Va

1=p.= " Wrong answer
1'p2= 72 I:)to'[al=y‘7x1/2= 74
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BB84 (Protocol safety)

Eve chooses right basis Always correct state
/ P4= 72 P, = 1 Piotar™ P1P2 =2

\ Correct answer o
Eve chooses wrong basis < p,= Y5 Pyiu= /2% /2= Va

1°g.=a Wrong answer

1_p2= /2 ptotal=1/2xy2= Z

“ ™
For 10 gubits For n qubits

— (3/,\n
I:)undetec:ted pundetected - (A)

0.056 N /

Pirsa: 24030061 Page 35/36



BB84 (Protocol safety)

Eve chooses right basis Always correct state
/ P4= 72 B = 1 Piotar™ P1P2 =72

\ Correct answer o
Eve chooses wrong basis < p,= Y Pyia= /2% V2= Va

1-p.= = Wrong answer

1_p2= /2 ptotal=1/2xy2= Z

“ ™
For 10 gubits For n qubits

I:)undetec:ted p = (%)n p
undetected undetected
0.056 . J

For 100 gubits
~ 310"
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