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Universal Blind Quantum Computation
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Instantaneous nonlocal guantum computation (INQC)
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Instantaneous nonlocal guantum computation (INQC)

» .
If a INQC protocol exists,
then the following is not a
i f ~ secure QPV scheme:
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Instantaneous nonlocal quantum computation
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Always possible using exponential entanglement!

Simplified instantaneous non-local
Gx guantum computation
with applications to position-based
cryptography

In principle, there is always an attack for QPV.
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Instantaneous nonlocal quantum computation

Always possible using exponential entanglement!

PN Simplified instantaneous non-local
/—l/[/\ ax guantum computation

with applications to position-based

/\A{ A cryptography
o l R
2. ‘ 39.. t joint work with Salman Beigi, -__‘
| T

In principle, there is always an attack for QPV.
But how about in practice?

/\\
\ /Q‘ \[5\ QPV could still be possible if we assume that adversaries cannot

/N\‘//B share exponential entanglement.

eg: Tomamichel, Fehr, Kaniewski \Wehner (2013): QPV
/A‘ R protocol secure against adversaries with at most linear
entanglement
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Adversarial model for QPV

Could secure QPV be possible against adversaries that:
1) Are consistent with relativity (no super-luminal communication)
2) Share correlations that are beyond quantum ?
3) Share polynomial entanglement?

Tsirelson’s Bound: QM achieves the CHSH correlation with
probability at most cos? g ~ (.85
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VMain result

Instantaneous nonlocal quantum computation is
possible using:

* alinear amount of shared entanglement

* Popescu-Rohrlich nonlocal Boxes (PR-Boxes)

(=]

Thus secure QPV is impossible against adversaries
with the above resources.
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A p p rOacC h es Teleportation:
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Approaches
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Teleportation:

= b
Y A=
o
N X2
(]
Attempt 1: Bob Teleports his input to Alice,

then Alice does the computation C.

Problem: No way for Alice to return to Bob
his part of the output

Solution: Don’t send a,b to Alice!
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Approaches
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Teleportation:

= b
Y =
o
VR
Attempt 1: Bob Teleports his input to Alice,

then Alice does the computation C.

Problem: No way for Alice to return to Bob
his part of the output

Solution: Don’t send a,b to Alice!
Alice works with encrypted register.
Quantum One-Time Pad:
A b b A
A 2 X2p2X
ab €303

Page 13/26



Pirsa: 23090023

Each wire for C has a distributed key
that is the XOR of the keys that Alice
and Bob each hold for the wire.

* All keys initially set to 0 except
Bob’s keys for the teleported
registers are set to (a,b).

* Alice performs the quantum
computation C on the encrypted
data by decomposing Cin a
universal gateset and performing
“gadgets” for each circuit element.
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1 0 0 0

0O 1 0 0

CNOT = 00 0 1

0 0 1 0
Clifford group gates
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The Clifford Group is the set of operators that

conjugate Pauli operators into Pauli operators.
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0 The Clifford Group is the set of operators that
_1) conjugate Pauli operators into Pauli operators.
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1 0 0 0
0O 1 0 0
CNOT = ;
0 0 0 1 % 4 b a
00 1 0 ”(%D—EF (6.2)
N Clifford group gates
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TXeZb = XaZ2®gPaT
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TXaZb = Xaza®bpaT

1 0
I = (0 ei?r/ﬁl)

\_Non-Clifford group gate
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TXazb = Xaza®bpaT

1 0
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\_Non-Clifford group gate
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CO I re Ct N e SS Start with X-teleportation circuit (Zhou, Leung, Chuang 2020)

Ny — :
5 X< VY 4= Hloy

Add gates; diagonal Z, P commute with control
0 —T)— T ©

- __@—@ ,_E._ 24P XTI

Substitute input

b
4 e— x "7z T

Simplify (details omitted), obtain key update

\

a _d
Note that Bob’s circuit prepares the qubit ? b |+
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Final Round

* Alice sends Bob his output
registers via teleportation; Alice
computes the final Pauli key on
her side.

* Both parties simultaneously
exchange all classical keys.

* Local XOR calculations allow all
parties to locally decrypt.
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Conclusion

Instantaneous nonlocal quantum
computation is possible using:

* 1 PR Box per T-gate

* |+ T+ O EPR pairs
* |: Bob’s input #qubits
* T:#T-gatesin C
* O: Bob’s output #qubits

These same resources break all
QPV candidates!
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Conclusion

Instantaneous nonlocal quantum *If QPV turns out to be possible against

computation is possible using: efficient quantum adversaries, it will be
* 1 PR Box per T-gate in part thanks to the fact that QM is not

maximally nonlocal.*
* |+ T+ O EPR pairs
* |: Bob’s input #qubits
* T:#T-gatesin C
* O: Bob’s output #qubits

These same resources break all
QPV candidates!
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Open Question Ny

* Can we tolerate noise in the PR / \3
Box in our results? '

e r y veek ending
PRL 96, 250401 (2006) PHYSICAL REVIEW LETTERS 30 JUNE 2006

| |
Limit on Nonlocality in Any World in Which Communication Complexity Is Not Trivial @ 2 % ( ) . a

Gilles Brassard,' Harry Buhrman.”* Negh Linden,* André Allan Méthot," Alain Tapp,' and Falk Unger*
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Furter Directions
Alternate adversarial models for QPV

Could secure QPV be meaningful and possible against adversaries :
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Furter Directions
Alternate adversarial models for QPV

Could secure QPV be meaningful and possible against adversaries :

1. That are bound by some computational assumptions?
* One-way functions?
* Pseudo-random quantum states?

© 2.That are bound by other models?
* Noisy quantum storage
* Low-depth quantum computation
* Limited circuit architecture (circuit connectivity, etc.).
* Other NISQ considerations (Noisy Intermediate-Scale Quantum Computation)

Thank you!
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