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Free-space QKD / QPV in NL (flat)?
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QKD
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The beacon beam might lead
to flight disruptions at Schiphol
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Protocols for a QPV demo

X

We want to make a demo. About what \ /

. . 4 T
does an experimentalist care? / \\'\ :
Position
BB84 (Kent, Munro, Spiller, 2011) 1 qubit + 1 cbit :;i?:”’e QuBItin certain: o NO
Functional BB84 (Bluhm, Christandl, vigubit+ 20 chits Me?sure qubit in certain NO YES
Speelman, 2021) basis
Lim (Lim et al., 2016) 2 qubits Bell measurement YES NO * 2 sing|e BB84 qubrt
SWAP (Allerstorfer, Buhrman, Speelman, 2 qubits SWAD st VES Ko photons (a |0t)
Verduyn Lunel, 2021) -
_ _ _ SWAP test (really
Functional SWAP 2 qubits + 2n cbits SWAP test YES ? | h
equa otons
Routing (Bluhm, Christandl, Speelman, T — GNTE TG NO NO q p i )
2021) 9 9 & * a lot of infrastructure
Routing with memory 1 qubit + 2n chits qubit routing YES YES
Reversed Lim (?) ? cbits + Bell pair send particular Bell state YES ?
QPV2023 4 Wolfgang Loffler quphotonics.org
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Baseline: guantum states

Badie :zfc:;c‘;i;n A pure state
Computational basis:  {|0),[1)} {((1)) , (?)} W) = al0) + B[1)
Hadamard basis: {1-+), |-} {% G) % (_11)}

1
=) = E(IO) £ 1))

[{} k: n ]- 5
Another equivalent basis? Mutually unbiased bases”! |(¢;|/.)|* = 5 Vike{l,....d}

With orthonormal bases e,f: {le1),....lea)}

for d=2: 3rd is complex superposition:

|4 = —=(|0) £¢1))

2

-
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Light: polarization qubit

Pirsa: 23090020

o Vector
aslis .
: o LI, Direct physical
Linear polarization (1), V) (E> correspondence:
of photon: ’ By E-field or Jones vector
1 ¥l | 1

i =gpumewy (D).14}  {5()-5 ()}
Honzontal"‘VertlcaI = Dlagonal Horizontal' Vertical = Anti-diag
oo H\ ‘
= il - =

=t W= %/ .

L™ T
1
| £4) = T(I(J)iéil)) Circular polarization!
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Single photons <> coherent (laser) light

03

Laser pulses on photon detector array:

= 0.2
E
[1]
0
e
o 01

0

0123456789 JEST 17, 204 (2019)
Photon number

Silicon multi-pixel photon counter (APDs) Probability to detect n photons

1.0 0
ape . - n =0.1 n=5
Probability to detect n photons in time T z z
- - - . t 0.5 0.1
follows Poisson distribution
0.0 - 0.0
0 5 10 15 20 0 5 10 15 20
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Single photons from coherent states by linear optics?

Interference of coherent states? 10
n=0.1
g osf S
)
l 00 L L L L X
0 Y 10 15 20
|B> —\ n n
beamsplitter Pt = % =10
= 0.10 F
&' 0.2 é,

0.05 F

* Coherent states are not orthogonal
0.0 0.00

‘(Of|ﬁ>‘2:eXp(_|Od—6|2) oo 0 5 10 15 20

* Sums of normal distributions are again “normal”

With linear optics it is not possible to make
coherent states of light non-coherent!

QPvV2023 9 Wolfgang Loffler quphotonics.org
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Photon number states (Fock space)

1@, In) Ladder operator add or The number operator
remove photons: counts photons:
W a'ln) = Vo +1jn+ 1) N =adla
/ v aln) = vnjn — 1) Nin) = n|n)
1st 2nd
qaantization W anntization h
A1,
— — -/ r~ Warning: different states, different space!
Y
u Here we always “have” a qubit: |H), 10}, 1)
Electric field \ M And in Fock space possibly not: |nstate>
mode (wavepacket) i Mﬁ
.q V‘
2 - S
Fun fact: discrimination of “non-orthogonal” states: |<1R |1H>| — 1/2
[(2r |2e)|" = |(0|]—=a% - — (aH) 0} =...=1/4
V2 V2
QPvV2023 10 Wolfgang Loffler quphotonics.org
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How to make a single photon?

Visible: E =1 eV is large, >> kB-T, so should be easy!?

Spontaneous downconversion
(“photon decay”) & heralding

© G.S. Springer, 2010

Atomic decay

o -0-

UV Laser 4
e 2%
PPKTP
E————
Single-electron -> single photon o
& O . S
electron SAW %o o MIM
—I_I_ elec P ] % ‘ .
p ﬁEI:I % Inelastic electron tunneling
n ! Holes
e Valence Energy
hole 1 band L
batare 590001927 Nat. Commun. 11, 917 (2020)
QPV2023 11 Wolfgang Loffler quphotonics.org
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How can we make a single photon from a laser?

Excite single two-level system

(laser light: random # photons) Single-photon

emission
T _._ RVAWE
—Q— — @@

How to remove the excitation laser?

Wavelength filtering: non-resonant excitation
Temporal filtering

Direction: Side-excitation

Polarization filtering: easy using crossed polarizers!

* ¥ ¥ ¥

Remove excitation
laser

2 d

True single photon!

Pirsa: 23090020
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Single photon wavepackets

Back to excitation of two-level system / atom / quantum dot:

—.— Exciting Pulse
4

Fluorescence

e

Intensity

RVAWE

-
(6]

NSNS P

Time

Excitation laser pulse can be very short but decay is lifetime-limited!

* Want high rate (GHz): At< 1 ns M \
btw: nW range! | \/\ﬂ"
+—> ——p
Af

* Also: noise on s scale
At

At - Af = 0.44 (Gaussian envelope)
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Single photon wavepackets

Back to excitation of two-level system / atom / quantum dot:

_._ Exciting Pulse
4

Fluorescence

=

Intensity

RYAVE

-
©

NSNS P

Time

Excitation laser pulse can be very short but decay is lifetime-limited!

* Want high rate (GHz): At< 1 ns D\ / [\

btw: nW range! B W\ V>

* Also: noise on ps scale \}
+—> ——p

Af At

Ideal system: semiconductor quantum
At - Af = 0.44 (Gaussian envelope)

dot in optical microcavity

QPV2023 13 Wolfgang Loffler quphotonics.org

Pirsa: 23090020 Page 15/46



Semiconductor quantum dots (self-assembled)

s-like p-like

55
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z(nm)
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29 meV E 0 & £ -~
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i
et } 55 me
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23 meV E e-_ o =8 ;
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Quantum dots: efficient interaction with light

Efficient interaction

342 F T

[ X > Wy .
: ' 2n /1 4" .,5
| Cabs bounces beam area .

Reiserer & Rempe. Rev. Mod. Phys. 87. 1379 (2015)

C tivity C=—>1
ooperativity oy

Oxidation trenches

Top DBR
~a

_ : Oxide aperture
Top gate (p) ~a = .
Top DBR (p) —» ~- \\\ ‘\4—— QD layer
Bottom DBR (n)
Back gate (n)

¥~ Bottom DBR
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Quantum dots: efficient interaction with light

Efficient interaction

3/12)( F T

2 —
| — >
fi : ' 2 /1 4 qt’
"- ..‘I .l Oabs bounces beam area .

Reiserer & Rempe. Rev. Mod. Phys. 87. 1379 (2015)

C tivity C=—>1
ooperativity 2y

Oxidation trenches

Top DBR
~a

Oxide aperture
Top gate (p) ~a = e
Top DBR (p) —» o — \\\\ ;;— QD layer
Bottom DBR (n) ' '

| ¥~ Bottom DBR
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Efficient interaction with light: cavities

Quantum dot in optical micro-cavity:

noaonhoNn
ANAAA e
LTAVATATAVAYS
VAV VWY
W\/\/\N AMNAARA
TRTAVRVATAY
v v vy oy

» VW
0.5 0.5
: <—Reflection :
~ 0.4 N 0.4
I * = .
= =
803 £0.3
E :
o 3
& <—Transmissio 5 °?
° o
o
T 0.4 n T 0.1-—-—-%-_
DA 0 .
-20 10 0 10 20 -20 -10 0 10 20
Frequency (GHz) Frequency (GHz)
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Efficient interaction with light: cavities

Quantum dot in optical micro-cavity:

AAAAA
" "’ LT Ve
VMY VWY
\f\/\/\/\/\[’ ~NAARNA
ATRTATRTAVA ’\\/\ \/\/\/\/\f

o
-0

Single photons!

0.5 0.5
: <—Reflection :
~ 0.4 ~ 0.4
b = " T .
= =
g 0.3 g 0.3
c 0.2 : <—Transmissio §°?
16 '.6 \.\ ’/f
< —
i ) n & 0.1-—-"%
DA 0 ,
-20 -10 0 10 20 -20 -10 0 10 20
Frequency (GHz) Frequency (GHz)
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Collection single mode fiber

(single photons) \

Oxidation trenches

Top DBR
S Oxide aperture
Top gate (p) ~ £5
Top DBR (p) —> <«— QD layer
Bottom DBR (n) Tunnel barrier

Back gate (n) Bottom DBR

Substrate

Snijders et al., Phys. Rev. Applied 9, 031002 (2018) ¥~ Excitation single mode fiber

QPV2023 18 Wolfgang Loffler quphotonics.org
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Quality of single photons: “purity”

Single photons & beamsplitter:
Beamsplitter

L — D8

Single photons —
A

Hanbury Brown Twiss (HBT) experiment:

2nd-order correlation function:
(photon/intensity = field”2)

(@) (1) = (na(t)np(t+71))
970 = @) s+ )Y

r(ﬁs)

QPV2023 19 Wolfgang Loffler quphotonics.org

Pirsa: 23090020 Page 22/46



Quality of single photons: “purity”

Pirsa: 23090020

= g2(0)
NU‘)
Coherent light: random statistics!
4 &§ oo} ee o
r (ns) Bunched light:

: >1 _ ‘ ‘ '
With pulsed laser: ‘ o0 — '.
Detector resolution irrelevant! Antibunched light:

97% purity = 1-P(n>1) [P(0)=0] | R
000000000
& ' Antibunched light (loss):
I B e e o e e
8 ! | |
| ||
gm ‘ |. “ | -
(N (I—
50 | |‘| l.,[ |I
ol P sl l-'.‘ STORIp] e w‘J' Im.“-_,~_- tl "v'.,
25 12.5 A_Uns 12.5 25
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Quality of single photons: “purity”

g’(n)

r(ns)

With pulsed laser:
Detector resolution irrelevant!
97% purity = 1-P(n>1) [P(0)=0]

250,

Coherent light: random statistics!

4§ eeR e o

Bunched light:

>1 ‘.' | ".

Antibunched light:

Antibunched light (loss):
=| - 0 ® o o o o
] | !
5 15 ‘ i\ |‘ | ]
2oq | |‘. I | Single photon brightness:
g i I | | probability of photon in each time bin
50 | 1
,| | “ ll
o] . 0, W l"" RSN, P Y I\'ff'“'..~.-.---‘ My
25 12.5 0 125 25
Ar(ns
QPVv2023
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Free-space optical links

Atmospheric turbulence: diffraction, multi-mode, up to few kH

Turbulence in atmosphere:
10 km thick. 30km max.

PRL 2012

Satellite-based entanglement distribution over
1200 kilometers

Juan Yin'#, Yuan Cao'~, Yu-Huai Li'~*, Sheng-Kai Liao'~, Liang Zhang*, Ji-Gang Ren'~, Wen-Qi Cai',
JW Pan 2017
QPV2023 23 Wolfgang Loffler quphotonics.org
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Free-space optical links

Teleportation over 134 km, Ma X-S et al. (Zeilinger, 2012):

La Palma Tenerife

PR Classical feed-forward channel X
o = _— > W
$ 143 km \
N # @ Q- - *o® .- ®
Quantum channel

|¥" )2

much less turbulences at 2.4 km altitude...

Let’s start with fibers

QPV2023 24 Wolfgang Loffler quphotonics.org
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Fiber transport: photon loss

Single-mode optical fiber:
(¢ : attenuation coefficient * amorphous SiO2

* thick cladding Sum

Lambert Beer absorption:
P,/P, = exp(—al)

Fiber optics: dB (base-10): 3 dB loss = 50% 125pum
P%/PO — 10_aL/10 e B SR T molecular vibration

. high energy excitation

within the glass
prop.to energy

prop. to wavelength

transmission after: 5 km 100 km 300 km b 3 R
g Explrimonti! ~ | prwrad - F

900 nm: 3 dB/km 0.03 10-15 10-30 10-%0 i ol b b o f**-’-vf_f-.t?-éf_w.\__.\&g. »
A;&a—ﬂ_ua{mﬁ iii” TR i 1
,ﬂ{fﬁm ‘}- 7> L M-.,. ' b 3 i e i

1550 nm: 0.2 dB/km 0.8 0.1 0.01 106 : e 2?;; L‘;X&"‘Z:L ! M\\h

0.16 dB/km 0.83 0.15 0.03 2105 \ )
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QPV & loss

Time

Position

Must prevent “loss loophole”:
Attackers intercept & measure in random basis, claim loss if this was wrong basis
=> Two-photon interference: no basis chosen!

QPV2023 28 Wolfgang Loffler quphotonics.org
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1. Verifiers send randomly polarization qubits (H,V,D,A,R,L)

QPV: swap protocol

Single photon

2. Prover returns result detector
3. Verifiers check if result is as expected (similar to MDI-QKD) l

0)

beamsplitter

|¥) |D)

from verifier 1 from verifier 2

Allerstorfer, Buhrman, Speelman, Verduyn Lunel,
New Protocols and Ideas for Practical Quantum Position Verification, ArXiv:2106.12911
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