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Abstract: Quantum position verification (QPV) was first introduced, under the name quantum tagging, in a patent filed in 2004. It was
discussed in the academic literature in 2009-10. The schemes proposed to that point were shown to be breakable by teleportation attacks
and a general no-go theorem showing all schemes in this class are breakable was subsequently proved. However, in an alternative
cryptographic security scenario, in which the tag is assumed to be able to keep classical data secret, unconditionally secure schemes were
in 2010.

The various terminologies and security scenarios highlight important points whose theoretical and practical implications still re
underexplored. In practice, one normally wants to verify the location of a person or valuable object, not of an easily replaceable tagging dev
at least two reasons: (i) the device itself is not so valuable, (ii) adversaries can easily construct a replacement device and thereby potentia
the scheme. This requires physical assumptions about the integrity of the tag and its attachment, and bounds on the speed with which the ta
displaced or destroyed and replaced. QPV schemes that do not rely on such assumptions are breakable without teleportation or n
computation attacks. In the other direction, when such significant physical assumptions are necessary, it may generally be reasonable to inc
security among them.

In this overview | review the early history of QPV and describe various security scenarios and their potential applications. | give versions
secure 2010 scheme designed for efficient practical implementation and discuss the frequency, accuracy and security of position veri
attainable for these schemes with present technology. | also discuss the implied constraints on what may be attainable for QPV schemes i
real-time quantum measurement and/or quantum information processing.
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Quantum tagging (QPV): the key idea
(AK-Beausoleil-Munro-Spiller 2002 patent (published 2006);

independently Chandran et al., Malaney 2010)

returned classical and quantum
information at light speed

transmitted classical and
O quantum infarmation at light speed O

time 4o Ay

[ tag T

space (1D in this example; discussion extends to 3D)

a9 United States

2y Patent Application Publication (o) Pub. No.: US 2006/0022832 A1
Kent et al. (43) Pub. Date: Feb. 2, 2006
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Quantum tagging (QPV): the key idea
(AK-Beausoleil-Munro-Spiller 2002 patent (published 2006);

independently Chandran et al., Malaney 2010)

returned classical and quantum
information at light speed

transmitted classical and
quantum infarmation at light speed

O

time 4o Ay

[ tag T

space (1D in this example; discussion extends to 3D)

(54) TAGGING SYSTEMS (57) ABSTRACT

A method of verifying the position of a tagging device is
described. The method comprises: storing response infor-
mation in a quantum state of a quantum entity, the quantum
entity comprising an entangled pair; separating the
entangled pair into first and second entangled particles;
conveying the first and second entangled particles to first

(76) Inventors: Adrian P. Kent, Cambridge (GB);
William J. Munro, Bristol (GB);
Timothy P. Spiller, North Somerset
(GB); Raymond G. Beausoleil,
Redmond, OR (US)

Pirsa: 23090011 Page 5/72



QPV example

(AK-Beausoleil-Munro-Spiller 2002 patent (published 2006);
independently Chandran et al., Malaney 2010)

returned classical and quantum
information at light speed

classical instructions
for measurement or
return routing of Y

quantum

state light speed signals

O

O

time 4o
[ tag T
space (1D in this example; discussion extends to 3D)

In this example, the tag T is supposed to prove its position to verifiers Ay, A1 by acting on
Y as instructed and returning the required information at light speed. Since ¥ cannot
be copied and the timings allow no delay, this seems (and was claimed by Chandran et al.

to be) secure.
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Teleportation attacks on quantum tagging

(AK-Munro-Spiller, 2010)

returned classical and quantum
information as required

__ classical communication
e T o classical instructions
quantum T i R for measurement or

state ¢ s return routing of ¢

time Ao local quantum Ay
operations
spoofer S, | (teleportation) |spoofer Sy

space (1D in this example)

Quantum tagging: Authenticating location via quantum information
and relativistic signaling constraints

Adrian Kent, William J. Munro, and Timothy P. Spiller
Phys. Rev. A 84, 012326 — Published 21 July 2011
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Teleportation attacks on quantum tagging

(AK-Munro-Spiller, 2010)

returned classical and quantum
information as required

__ classical communication
e o classical instructions

quantum T for measurement or

state ¢ = return routing of ¢

time Ao local quantum Ay
operations
spoofer S, | (teleportation) |spoofer Sy

space (1D in this example)

But (see KMS 2010) the proposed schemes are insecure: intervening spoofers
can use teleportation attacks to simulate the tag’s operations, even though
the quantum information never reaches the tag’s purported location.
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Teleportation attacks on quantum tagging

(AK-Munro-Spiller, 2010)

returned classical and quantum
information as required

__ classical communication
g classical instructions
quantum for measurement or

state ¢ — return routing of ¢
O %"\Shared entanglement/c)

- i
e
- -

time Ao local quantum Ay
operations
spoofer S, | (teleportation) |spoofer Sy

space (1D in this example)

These attacks applied to specific published tagging protocols. They inspired a
beautiful general no-go theorem by Buhrman et al. (2010) that applies to
all QPV/tagging schemes in the given security model.
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' QPV or Tagging security models

What should a QPV protocol aim to verify the position of ....?

returned classical and quantum
information at light speed

©,

transmitted classical and
quantum information at light speed
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' QPV or Tagging security models

Should a QPV protocol aim to verify the position of a tagging device?

returned classical and quantum
information at light speed

transmitted classical and
quantum information at light speed
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' QPV or Tagging security models

Should a QPV protocol aim to verify the position of a tagging device?
or of a tagged person or object?

returned classical and quantum
information at light speed

transmitted classical and
quantum information at light speed
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' QPV or Tagging security models

Should a QPV protocol aim to verify the position of a tagging device?
or of a tagged person or object?

returned classical and quantum
information at light speed

transmitted classical and
quantum information at light speed

O

Ao A
Surely the latter!

The point of QPV technology is to locate and protect valuable people or
objects, not to create a class of locatable devices that have no other value.
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' QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

returned classical and quantum
information at light speed

transmitted classical and
quantum information at light speed

Ap Ay

Which means it’s potentially vulnerable to separation attacks.
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' QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

returned classical and quantum
information at light speed

transmitted classical and
quantum information at light speed

O

Ao Ay
In the original QPV models of AK-Beausoleil-Munro-Spiller,

Chandran et al., Buhrman et al., followed by most subsequent authors,
the device follows a public algorithm — that’s crucial for the spoofing attacks.
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QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

returned classical and quantum
information at light speed

transmitted classical and
quantum information at light speed

O A

Ag
In the original QPV models of AK-Beausoleil-Munro-Spiller,

Chandran et al., Buhrman et al., followed by most subsequent authors,
the device follows a public algorithm — that’s crucial for the spoofing attacks.

So the device is replicable by spoofers.
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QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

returned classical and quantum
information at light speed

F ]

transmitted classical and
quantum information at light speed

Ao A4
So it’s replicable by spoofers.

So the schemes are also vulnerable to dislocation and replacement attacks.
They may guarantee™ that a device is at the given location, but not necessarily
the original device.  (*given technological bounds on spoofers)
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QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

returned classical and quantum
information at light speed

F ]

transmitted classical and
quantum information at light speed

Ao A4
So it’s replicable by spoofers.

So the schemes are also vulnerable to dislocation and replacement attacks.
They may guarantee that a device is at the given location, but not necessarily
the original device.
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' QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

It needs to defend against separation attacks li [ -

[
and dislocation and replacement attacks. Iﬁ‘- B

The term “prover” is potentially misleading here.
In mathematical analyses it applies to a device.
But the name suggests an agent carrying the device.
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' QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

It needs to defend against separation attacks li [ -

[
and dislocation and replacement attacks. Iﬁ‘- B

The term “tag” may also be potentially misleading.
It could be an integral part of a satellite or plane —
separable in principle but with great difficulty.
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' QPV or Tagging security models

A QPV protocol should aim to verify the position of a tagged person or object

It needs to defend against separation attacks li\ |

[ ]
and dislocation and replacement attacks. Iﬁ‘n B

There are no unconditionally secure defences against these attacks.
Security can only be based on physical assumptions:

» the tagis hard to detach

* the tag (and/or taggee) is hard to move quickly

» detaching or moving sets off an alarm that’s hard to prevent
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Page 21/72



' QPV or Tagging security models

There are no unconditionally secure defences against these attacks.
Security can only be based on physical assumptions:

* the tagis hard to detach

* the tag (and/or taggee) is hard to move quickly

* detaching or moving sets off an alarm that’s hard to prevent

e ...and maybe that the tag is hard to replicate?

Now, in the original security model, we can’t assume the tag is hard to
replicate. Its functionality is public.
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' QPV or Tagging security models

There are no unconditionally secure defences against these attacks.
Security can only be based on physical assumptions:

* the tagis hard to detach

* the tag (and/or taggee) is hard to move quickly

* the tagis hard to replicate?

Now, in the original security model, we can’t assume the tag is hard to
replicate. Its functionality is public.

But given that we need physical assumptions anyway, in many scenarios
it’s reasonable to add a standard cryptographic assumption —
that the tag can keep data secure (i.e. known to verifiers, not to adversaries).

Then we can make it impossible to replicate, except with small probability.
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' QPV or Tagging security models

But given that we need physical assumptions anyway, in many scenarios

it’s reasonable to add a standard cryptographic assumption —
that the tag can keep data secure (i.e., known to verifiers, not to adversaries).

Then we can make it impossible to replicate, except with small probability.

913880... Would-be 297977,
spoofer

v

(To be precise, there’s a small probability of making an identifiable replica.
A spoofer can make tags with all possible keys, but this isn’t so helpful.)
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' QPV or Tagging security models

Security can only be based on physical assumptions:

Security model 1: In the original security model, we e
can’t assume the tag is hard to replicate. : :
Its functionality is public.

Security model 2: The tag can keep data secure 913880...
(known to verifiers, not to adversaries).
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QPV or Tagging security models

Security can only be based on physical assumptions:

Security model 1: In the original security model, we e
can’t assume the tag is hard to replicate. : :
Its functionality is public.

Security model 2: The tag can keep data secure 913880...
(known to verifiers, not to adversaries).

(Security model 1C: SM1, but the tag can containa {777
reliable clock, previously synchronized with verifiers’

clocks.)
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QPV with tags that can keep secure data

Quantum tagging for tags containing secret classical data

Adrian Kent
Phys. Rev. A 84, 022335 — Published 25 August 2011

Security model 2: The tag can |
keep data secure (known to |
Vel’lflerS, nOt tO adversa r|eS). Quantum key expansion between A, ' T fRchiA sendsqueriestol, which

returns the requested key bits.
and T generates shared secret key k @ L .
A =,

o

913880...

FIG. 1. One implementation of secure tagging in two dimensions.
Here the key is generated by quantum key expansion between Ay and
T. Ag shares the key with A| and A, either via secure communication
based on quantum key expansion, or by transmitting relevant key bits
after they have been queried.

Page 27/72



" QPV with tags that can keep secure data

Q Before protocol:
A; shares key k; = { kjq, ..., kiy} with T

kij = (qi;,7ij) = (query;;, response;;)

. ‘ Protocol: round j
m A; sends q;; to arrive at time T; at T’s presumed
| location L.
T verifies q;; and (iff ok) responds with 7;;
A; verifies 1y;
If all A; verify, then accept T was within
6 of Lattime T;.

(This variation of AK2011 scheme and discussion from
G. Cowperthwaite, AK, D. Pitalta-Garcia, arxiv/tomorrow)
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" QPV with tags that can keep secure data

response; FESponsey;

O queryo; Location L W O
Time T

Ay A,

Before protocol:
A; shareskey k; = { ki1, ..., kiy} with T
ku = (Qij;?”ij) — (queWij;l‘esponseij)
Protocol: round j
A; sends g;; to arrive at time T; at T's presumed location L.

T returns 1;; if q;; is correct. (Or may broadcast 1;; if q;; is correct.)
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" QPV with tags that can keep secure data

N.B. keys can be replenished | Before protocol:
if T is equipped for QKD A; shares key k; = { ki1, ..., kiy} with T

kij = (qij,?"ij) = (queryi]-,responsei]-)

Protocol: round j

A; sends g;; to arrive at time T; at T's
presumed location L.

T verifies q;; and (iff ok) responds with 7;
A; verifies 1;;

If all A; verify, then accept T was within

é of Lat time T;.

N.B. there are always timing
delays and uncertainties.

So 4 > 0 and minimizing

d is crucial.
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QPV with tags that can keep secure data:

back of envelope estimates

All position verification comms are classical.

Assume no classical errors (small error rate makes little difference).
Assume comms direct free space at precisely c (best case).
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QPV with tags that can keep secure data:

back of envelope estimates

All position verification comms are classical.
Assume no classical errors.
Assume comms direct free space at precisely c (best case).

Take query and response key substrings of ~30 bits.
Probability of successful spoofing on each round ~10~°
Using state-of-the-art FPGAs, tag processing and response time ~10ns.

This gives a lower bound 6 > 3m for the uncertainty in tag location.
Suppose a verification round every us.

Then tag can move by no more than 300m between responses
(light speed bound).

For 4 verifiers, consumes ~4 X 60 X 109~ 2 x 108 key bits per second.
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QPV with tags that can keep secure data:

back of envelope estimates

All position verification comms are classical.
Assume no classical errors.
Assume comms direct free space at precisely c (best case).

Take query and response key substrings of ~30 bits.
Probability of successful spoofing on each round ~10~°
Using state-of-the-art FPGAs, tag processing and response time ~10ns.

This gives a lower bound 6 > 3m for the uncertainty in tag location.
Suppose a verification round every us.

Then tag can move by no more than ~3 x 10~* m between responses
(sound speed bound).

For 4 verifiers, consumes ~4 X 60 X 109~ 2 x 103 key bits per second.
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QPV with tags that can keep secure data:

back of envelope estimates

Take query and response key substrings of ~30 bits.
Probability of successful spoofing on each round ~10~°

Using state-of-the-art FPGAs, tag processing and response time ~10ns.

This gives a lower bound 6 > 3m for the uncertainty in tag location.

Suppose a verification round every us.
Then tag can move by no more than ~300 m between responses
(light speed bound).

Note that these are also (maybe even more?) challenging numbers for
QPV involving QIP in the standard security model.

Measurement and response times ~10ns still give 6 = 3m.

How fast can (e.g.) a photon polarization measurement be made?
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