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Overview

e A bit of Introduction and notation
* No-go theorem

* Connection with:
* Complexity theory
* ADS/CFT
* Cryptography
* Catalytic computation

* Experiments
* Towards implementation of QPV protocols

MuSoft Ny
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Position Verification

Verifier 0 Prover Verifier 1

Prover convince verifiers he is at particular position

assumptions: . communication at speed of light
instantaneous computation
verifiers can coordinate

no coalition of (fake) provers, not at the claimed
position, can convince verifiers

MDuSoft Ny
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Most General single round Protocol
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Ver|f|er 0 Prover Ver|f|er 1

time
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Attacking Game

UpaU™ = TaB

(il Share Entanglement i
U v
Alice Bo
PA PB
94 0B
Independent
messages
)\ v
Ta 1B
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inversion foiz1svai
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inversion foiz1svai
[ |

|
et 00 0\

Soreete? Attacking Game STttt

UpapU™ = TaB

03]

th)
0 Share Entanglement 0
U v
Alice Bo
PA PB
94 0B
Independent
messages
i v
s 14 Can be won by Alice and Bob using Tp : :
[10[2ISVIIL 1INVersion
r o exponential amount (in size of p,p) of entanglement | |

A, e 0" ey oo™
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teleportation
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port-based teleportation
~ Ishizaka-Hiroshima [2008]
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T o correction
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S o : m EPR-pairs e(m) . |¢>
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) B ith-pair
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Beigi & Konig'11

many i AttaCklng Game
EPR-pairs UAlice UpapU™ = T4B

PA teleports p,4

.
outcome: c e e e o .
—
>

1 =
PULICY T —

2
TAB=Uo @) ooll* oo - .

port-teleports p4 pp B
e T .
Z —— —
"AB _ TAB outcome: i
output . | output
,7-1?21 TB s ’TB \ T%
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No-Go Theorem

* Any position-verification protocol can be broken
* uses double-exponential EPR-pairs [B-Chandran-Fehr-Gelles-Goyal-Ostrovsky-Schaffner’10]
* reduced to single-exponential [Beigi-Konig 11}

* Question 1:is this optimal?
* exist a protocol:

 attack requires many EPR-pairs
* honest prover & verifiers efficient

* Question 2: Realize protocols experimentally
* deal with imperfections and errors

MDuSoft Ny
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[Kent-
Munro-
Spiller
2010]

irsa: 23090010

Single-Qubit Protocol: SQP; (f-routing)

Verifier O Prover Vsritiar
N

&40 0.3}
time send|[v)) to
Verifier f(x,y) \

f:{0,1}" x {0,1}" — {0,1} |y

efficiently computable if f(x,y)=1
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[Kent-
Munro-
Spiller
2010]
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Single-Qubit Protocol: SQP; (f-routing)

nVerifier 1

\ K
2 ) U]
g %7 )) ﬂ \
| : .
Verifier O Pr:Jver ;
time send|[v)) to
Verifier f(x,y)

—

\

v ) F 40, LI 40, 1" —340 18 )

if f(x}y):() efficiently computable if f(X,\/)=1
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Attacking Game for f-routing

0 minimum # qubits 4
L ice |¢)AB for f? Bo J
z, [) E(f) Y
gy o5

.

g fronTx{ont— {01}
if £(x,y)=0 if £(x,y)=1



Computational Complexity Intuition
for Attack

Attacking Game for f-routing

|P)ap _
<’%¢}‘i minimum # qubits ?
e 1), for f? Bol
, [¥) E(f) Y
O'A 0B

e

) f:{0,1}" x {0,1}" — {0, 1} 1)
if f(x,y)=0 if f(x,y)=1

(DuSoft
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Intuition
Qubit has to be on the correct side before f(x,y) is known
E(f) > 2507 [S(f) = space to compute f ]

We were able to show that:

E(f) < 25U in particular poly-size attack for f in LOGSPACE
QUESTION: 3 f such that E(f) = exponential ??

Best lower-bound: 3 f: E(f) = n

QUESTION: 3 f in P\LOGSPACE, with E(f) >> polynomial.

Similar situation also manifest in other CS/Crypto problems
* Private Simultaneous Messages (PSM)

Conditional Disclosure of Secrets (CDS)

Secret Sharing Protocols

Catalytic Space

R

.

L]
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The Garden-Hose Model

i f:{0,1}*» x {0,1}» — {0,1} A .@,
g ice Bob
xz € {0,1}" y €{0,1}"
&=

—

f—

—

share s pipes

e a—

—

U )

(] )
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The Garden-Hose Model

ﬁ £:{0,1}" x {0,1}" —» {0, 1} ?
U
ice Bo

x € {0, 1}" y € {0,1}"

» connect pipes with pieces of hose
* Alice connects the water tap
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The Garden-Hose Model

i TRER LI | O W L R A ' ,@,
v ice f(xz,y) = 0 water exits @ Alice Boh
z €{0,1}" f(xz,y) =1 water exits @ Bob y € {0,1}"

)
)

)

-

3.\'0 )
|

(

(

)

Garden-Hose complexity of f: GH(f)
minimum # of pipes needed to compute f
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GH(f) E(SQP;)

Garden-hose Attacking game

| ) teleport o @

=

O ‘(:“) > O '~~~-~--~--»--n»-nu,",",,,,n,,.
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Garden-hose

GH(f),E(SQPy)

Attacking game

) teleport O

[FErrra—

) 0

1oda|a)
O

(MuSoft
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GH(f),E(SQPy)

Garden-hose Attacking game
T o )y
Y iée Bo &A\t‘?&lf&ce Bol
x y z |P) y

( ) 0 wmmwoé'
] e B W
0 5 CY—

J I S o3

y, outcomes of Bob’s Bell m.

—

X, outcomes of Alice’s Bell m.

* using x & y can follow the water/qubit
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GH(f),E(SQPy)

Garden-hose Attacking game
<N\&
Bo (\“A\tjiﬁ?\ce Bo
x y z |P) y
( ) teleport @ orrreeners @
[Errz——=]
| e o
o
| ) Qe o 3
] . — . SN SO, .——«
o
M
I A A— A P
i ]
R

. Yy, outcomes of Bob’s Bell m.
* using x & y can follow the water/qubit

* correct water/qubit using all ><

measurement outcomes X, outcomes of Alice’s Bell m.
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Relation with SQP;

* GH(f) = E(f)

* The two models are not equivalent
* exists f: GH(f) =n
E(F) < log(n)
* Quantum garden-hose model
* give Alice & Bob also entanglement

e are models now equivalent?
* Probably not but we have no proof

MDuSoft Ny
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Any f has GH(f) < 2!

)
0
U f:4{0,1}" x{0,1}" — {0,1}
X1Xg.-- Xy, Y1Y2--¥n
n
'00...0 ' (] connects iff
0 £(00...0,y)=0

L ]
L]
L ]
XX Xpy )

> inects iff
U ) f(x,y)=0

n
ffl—\ ( connects iff
0 f(11...1,y)=0

2" pipes
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t)

X1 X5

X

1ce

n

Any f has GH(f) < 2!

f:4{0,1}" x {0,1}" — {0, 1}

Y1Y2--¥n

connects iff
f(00...0,y)=0

) > connects iff
) f(x,y)=0

connects iff
f(11...1,y)=0

2" pipes



Any f has GH(f) < 2!

)
0
Y} 2 f:4{0,1}" x {0,1}" — {0, 1} Bo
X1X5... X, Y1Y2-¥n
n
'00...0 ! ] connects iff
0 £(00...0,y)=0
connects iff
f(x,y)=0
f(x,y)=1
i "
f?ll—\ ( connects iff
0 f(11...1,y)=0

2" pipes
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Garden-Hose complexity

e every f has GH(f) < 2"+1
 fin logspace (L) then GH(f) is polynomial

(DuSoft By



NC!

size is polynomial
depth is log(n)

(DuSoft
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NP =NC!?

we will see
Fin L= E(f)< polynomial

No proof that
NP = NC!

logspace

MuSoft R
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Barrington’s Theorem ...

NC! Branching Programs
* Polynomial size circuits * Polynomial size
* Log-depth * Permutations from S,

MuSoft Ny
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Permutation Branching Programs of size k

input: X,... X
list of instructions: P Lo

: 1 : :
(?’190-%_)90-1)7 (2’2)08:0%)7 R (Zkao-]gao-}%)

~_/
’LjE[]....?’L]

O _1
05,0
example: W € S5
evaluate: (2,07, 01),(1,03,03), (2,03, 03)
| 0 ... input: x, x,
(Z O'Q ]_) to 0-.7 'T?»j_o I(I) :III_
3195293 1 g =
J
.’L’il w@-Q J :Eik o:ll O org o 0513
01 O 0'2 O s O O'k
/i 1\
Identity fixed 5-cycle

accept reject
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Permutation Branching Programs of size k

list of instructions:

input: X,... X,

(?:190?30-%)7 (2-’230-8: 0%)7 R (ikao-]g: 0-11-)

T~/
’LjE[]....’rL]

evaluate: .
e B e —
(7, o9 Ul) o O i
Jo e 1 if . =1
O'j L5
01%1 00'2%20...00'kk
/ \\
|dentity fixed 5-cycle
accept reject

o _1
O'j,O'j 685

example:

(2,0%,01), (1,03,03),(2,08,03)

input: x; x,
1 1

01

O'—_:II_'OO'SOO'%

I \

|dentity
accept

fixed 5-cycle
reject
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i f(x,y) € NC' = GH(f) < poly(n)

0
. ¢ . g 1 . 0 1 .
v ice (211 01, O—]_): (?’2: 092, 0-2)? ooy (zp(n)a Jp(n)’ Up(n)) Bob~
X1X3:.- X, WOLG alternates between x & y YiY2---¥n

connects to pipe

A NS
/

connects pipes according

PARAE AP

A AR A R

)
)
)
]
)

| AR A A
O U uduaguJd

5*p(n)-pipes
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t)

1ce
X1 X5 X,

f(x,y) € NC! = GH(f) < poly(n)

. 3 . | . 0 _1 . 0 1
(Zla g1, 0—1)3 (?’2: g9, 0-2)? R (zp(n)a Jp(n)’ Up(n))
WOLG alternates betweenx & y

A A A A B R R R BB B

)
)
)
)
)
)
]
)
]
)

| AR A A

O U uduaguJd

5*p(n)-pipes

Bob
V1V2---Vn
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i f(x,y) € NC' = GH(f) < poly(n)

0
. € . [ . 0 1
v ice (211 01, O—]_): (?’2: g2, 0-2)? ooy (zp(n)a Jp(n)’ Up(n)) Bob~
X1X3-.-Xp, WOLG alternates between x & y YiY2---¥n

connects to pipe

L NS
/

connects pipes according

A A A A B R R R BR B

| AR A A
A

5*p(n)-pipes
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i f(x,y) € NC! = GH(f) < poly(n)

f(x,y)=1 = o = identity

0
: @l . 0 1 - 0 1 V.
U ice (2110-130—1): (?’2:0230_2)?“ * 3 (2p(n)aap(n)ao—p(n)) BOX
X1%5...X;, WOLG alternates between x & y YiY2---Yn
connects to pipe !
i 0 connects pipes according
@T-,\al (1 _
/ ] h, ylz
[ 0'2
connects pipes according
Ti3 u T Yi i
3 01100220...001)(%:5;?')
1
o
connects pipes according &

5*p(n)-pipes +4

Pirsa: 23090010

water comes out here

S~ water comes out here
3 f(x,y)=0 = o = 5-cycle
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Garden-Hose complexity

* every f has GH(f) < exponential
* fin NC! then GH(f) < polynomial

* extend to Logspace
* useS, i.5.0. 5

* exist f with GH(f) exponential (counting)

* g € {equality, IP, majority}, GH(g) = n
* techniques from communication complexity

* Note: f € P and E(f) > polynomial = P#L

DuSoft s
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Garden-Hose complexity

* every f has GH(f) < exponential
* fin NC! then GH(f) < polynomial

* extend to Logspace
* useS,i.s.0. 5

* exist f with GH(f) exponential (counting)

* g € {equality, IP, majority}, GH(g) = n
* techniques from communication complexity

* Note: f € P and E(f) > polynomial = P#L
* QUESTION does such an f exists?

MDuSoft Ny
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ADS/CFT

* Intriguing connection with ADS/CFT [May’21, Dolev-Cree’22]

A

correspondence CFT
G
ADS Bulk boundary
AN A
Honest QPV protocol / @
Alice Bob

Attack on QPV protocol
(non-local computation)

* Correspondence —> linear upper bound on entanglement
* No construction is given

* Assumptions and unproven conjectures are needed

* No-Go theorem follows (or is in line with ADS/CFT)
 feP = E(f) < polynomial

Pirsa: 23090010 Page 40/67



ADS/CFT

* Intriguing connection with ADS/CFT [May’21, Dolev-Cree’22]

Mgy
‘ -
: T
3 % / ; 4] J“. '\‘
y <J Wi 3 Bo

Alice

correspondence CFT
G boundary

O
1 ((e ~ 1 €o >
(( /W A , . i ﬁ\.-’- "

ADS Bulk

—

R \
o}

WO
Honest QPV protocol /.J@ \ / Lﬁi S
lice Bo ~ “Alice

Attack on QPV protocol
(non-local computation)

* Correspondence —> linear upper bound on entanglement
* No construction is given

* Assumptions and unproven conjectures are needed

* No-Go theorem follows (or is in line with ADS/CFT)
 feP = E(f) < polynomial
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Conditional Disclosure of Secrets
(CDS)

learns s iff f(x,y) =1

X = Xq1...Xp Y1 - Yn,S € {0,1}

r=1)..Ty shared random bits r =1 .71,

Fado L™ < 40, 13 {01

irsa: 23090010
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Conditional Disclosure of Secrets

Constructions:
(CDS) * Any f exponential size CDS
* fin#L = poly-size CDS
learns s iff f(x,y) =1 Lower bounds
K * Only linear lower bounds known
_ \ * Function not in P: poly-size CDS

minimize
4 : i
size of my and m,, 0
Alice Bo ;-
X = X1 Xy, Y1 -Yn,S €{0,1}

r=1..T, shared random bits r =1 .13,

T L™ < d 0. 11— 101}
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Conditional Disclosure of Secrets
(CDS)

learns s iff f(x,y) =1

minimize
4 : i
size of my and m,, 0
Alice Bo ;-
X = X1 Xy, Y1 -Yn,S €{0,1}

r=1..T, shared random bits r =1 .13,

T L™ < d 0. 11— 101}

Pirsa: 23090010

Constructions:

* Any f exponential size CDS

* fin#L = poly-size CDS

Lower bounds

* Only linear lower bounds known
* Function not in P: poly-size CDS

Quantum version of CDQS

e Classical inputs x & y

e Quantum shared state |) 5

* Quantum messages |my) & |m,,)
* Quantum secret: |s)
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Conditional Disclosure of Secrets
(CDS)

learns s iff f(x,y) =1

o ¥ N

minimize
size of my and m,,
Alice Bo

Y1 Y ,S € {0,1}
shared random bits

=
==

-~
S

Pl
-

r=717..0

Fado L™ < 40, 13 {01

Pirsa: 23090010

Constructions:

* Any f exponential size CDS

* fin#L = poly-size CDS

Lower bounds

* Only linear lower bounds known
* Function not in P: poly-size CDS

Quantum version of CDQS

* Classical inputs x &y

* Quantum shared state |) 5

* Quantum messages |m,) & |m,,)
* Quantum secret: |s)

CDS - CDQS ¢« f-routing
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Conditional Disclosure of Secrets

(CDQS)

learns |s) iff f(x,y) =1

(Px Py)
(X, ¥))ap my)|my,)
i 16, ) alme ) Imy)y =18
Alice Bob"
X =X{..Xp V1 ---ynrls) E{O’l}

o 18™ < 40, 13 {01}

irsa: 23090010

Proof CDQS — f-routing

If f(x,y) = 1: Bob learns |s)
* Follows from correctness QCDS

Purify the protocol

Bob:

* Keeps |m,)register

* Send rest to Alice

Alice:

e Send |m, ) register to Bob
* Keeps rest

Page 46/67



Conditional Disclosure of Secrets  |BragfcDas S e

(CDQS)
learns |s) iff f(x,y) =1 If f(x,y) = 1: Bob learns |s)
, , * Follows from correctness QCDS
A-register B-register (Px Py)
‘ : .‘ If f(x,y) = 0: Bob no info on |s)
1 (x,y)) I . * Security of QCDS --> Alice extract |s)
DL AE,?\»\ l/.x”/, y) (THM: A reconstruct |s) from purified
A register if no info on B register)
A Purify the protocol
i 1 (x, ¥))ap ) my) =~ (8 Bob:
Alice Bob' * Keeps |m,)register
X = X1 . Xy, Y1 - Yn,|s) € {0,1} « Send rest to Alice
Alice:

e Send |m, ) register to Bob
Faed0 L™ = 40; L — {01} * Keeps rest
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inversion

More Connections i

DRE

Decomposible Randomized
Encoding

i

Theorem 18

* Protocols for Q Position Verification

ss PSM Theorem 20 PSQM
'3 s assas Quanlur.n Messages I nve rsi on 1
Theorem 19 ; e AttaCkS: Communlcatlon ga me
Theorem 25 ‘:' Theorem 24 Invers'on 2

Theorem 16

» Secure cryptographic protocols yield

[

CFE quantum attacks

Coherent Function
Evaluation

Theorem 23

CDS

Conditional Disclosure
of Secrets

Theorem 21 Y N
CDQS Theorem 22 f-routing (i Non,H}‘,ﬂ%Smum
Computation

Conditional Diar:]usuux__________(_______
[Allerstorfer-Buhrman-May-Speelman-Verduyn Lunel’23]

of Quantum Secrets

(DuSoft
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More Connections

DRE

Decomposible Randomized
Encoding

Theorem 18

SS PSM Theorem 20
Secret sharing Private Simultaneous
Messages

Theorem 19

Theorem 16

Theorem 23
CDS

Conditional Disclosure
of Secrets

Theorem 21

[ESNIEL T~ e S
CDQS Theorem 22

Conditional Disclosure.
of Quantum Secrets

(DuSoft

f-routing C

Pirsa: 23090010

Theorem 25

inversion [10I215VILL
[ | .
! = = . ==i
PSQM * Protocols for Q Position Verification

Private Simultaneous
Quantum Messages

B

[
[

CFE

Coherent Function
Evaluation

N

NLQC

Non-Local Quantum

Computation

Theorem 24

Inversion 1

» Attacks: communication game

Inversion 2

» Secure cryptographic protocols yield
quantum attacks

upper and lower bounds in complexity theory:
good upper bounds yield strong lower bounds

[Allerstorfer-Buhrman-May-Speelman-Verduyn Lunel’23]
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Some Consequences

e For arbitrary f : E(f) < 2™/2 (never need more entanglement)
* For Quadratic Residuosity (QR) exists a PSM protocol with poly communication 2
E(QR) < p(n)
QR: input a ,m decide if exists b : a = b% mod m
m is a prime: it is in P (but believed to not be in NC)
m is composite: not known to be in P (but it is in BQP)

c fEHL =>E(f)<pn)
* Still not known whether for f € P: E(f) < p(n) (as ADS/CFT might suggest)
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NP =NC!?

Fin #L = E(f)< polynomial

Counting Logspace

Non-deterministic Logspace

Logspace

MuSoft R
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NP =NC!?

Fin #L = E(f)< polynomial

Catalytic Logspace

Log depth CKT with Threshold gates

Counting Logspace

Non-deterministic Logspace

Logspace

MuSoft Ry
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Catalytic Logspace

[Buhrman-Cleve-Coucky-Loff-Speelman,14]

(DuSoft Ry



Can full memory be of any use?

* Consider the following scenario:

* You want to perform a computation,
but do not have enough free space.

* On the other hand, you do have a hard drive full of pictures/data/movies/etc.
(It’s not currently in use, but you do want to keep the contents)

free space

* Can the extra space be of any help?
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Computational model

. . n bits
Turing machine A .
Start: |
free space \ starting-contents
O(log n) bits n°W bits
During: _ anything |
End: | ] starting-contents ‘

out_put

(has to work for all starting-contents!)
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Computational model

. . n bits
Turing machine A .
Start:
free space | starting-contents
O(log n) bits n° bits
During: . anything |
End: | | starting-contents ‘
output
Cata IytIC Spa ce: CL (has to work for all starting-contents!)

* O(log n) clean space
e nO) catalytic space
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Compressing tape?

How about:

Won’t work if catalytic tape is incompressible

irsa: 23090010

1) compress the extra/catalytic tape
2) use extra space for computation
3) copy answer into clean space

4) un-compress extra/catalytic tape
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Reversible Computation

How about:
1) make computation reversible
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Reversible Computation

How about:

Won’t work since reversible computation requires clean

1) make computation reversible

2) use extra tape as normal space

3) copy answer when done

4) reverse computation until beginning

starting space

irsa: 23090010
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Is CL more powerful than Logspace?

X Y we want to swap them
1 Il

L easy if you have a 39one: Z
1)Z:=X 2)X:=Y 3)Y=Z
Can you do it without extra register?

Yes!!
1) Xi=Y-X \\ bt
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Is CL more powerful than Logspace?

X Y we want to swap them

1 1
t t easy if you have a 39one: Z

X y
1)Z:=X 2)X:=Y 3)Y=Z

Can you do it without extra register?

Yes!!
1) Xi=Y-X \\ bt

2) Y:=Y - X Wt - (t-t) =t,

3) Xi=Y +X Wbt Bl=t
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Transparent Programs
f:R"™ — R Ring

filled registers: input:
Ro Ry -« R, X=X;... X,
L Een
Instructions: R; := R; +/- (R))R
R; := R; +/- (R))X,
Goal: RO = to + f(X) for any initial

setting of R,...R,

Note: programs are reversible:

Ri - Ri + RJRk
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From Transparent Program
to
Catalytic Computation
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Input: x; ... X,

‘ clean space

filled catalytic space

divide cat. space into m+1 registers/blocks

to

t

tm

o
/ RO
use clean space |copy

run transparent program P for f

for execution

R

R

m

of program P to\ ]t%+f(><)| js | RN ——
n¢ instructions
( ) extract f(x)
VA
f(x) totf(x) | s i

run inverse: P-1
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Transparent Programs

e We show that TC! has Transparant Programs of poly size.
e Extend trick reminiscent of Barrington due to Ben-or-Cleve
e Use appropriate Ring & more tricks

e Catalytic Space has been used in other settings due to its
has unexpected power. It helped solve a conjecture of
Cook (by his son).
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Catalytic Computation & QPV

e Catalytic Logspace goes beyond the known complexity
classes C for which we know f € C = E(f) < polynomial

e Catalytic & Transparent computation have the same feel as
CDS
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Open Problems

Quantum GH-compl. equivalent to E(f)?
Good lower bounds on E(f)

— Exist f with E(f) exponential?

Exist f € P such that E(f) = polynomial?
Does f € CL = E(f) < polynomial?

Parallel repetition, like SDP & non-locality
Implementation: noise & precision

Other position-based primitives?
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