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Abstract: Unitary t-designs are the bread and butter of quantum information theory and beyond. An important issue in practice is that of efficiently
constructing good approximations of such unitary t-designs. Building on results by Aubrun (Comm. Math. Phys. 2009), we prove that sampling
dtpoly(t,logd,1/Ip) unitaries from an exact t-design provides with positive probability an Ip-approximate t-design, if the error is measured in
one-to-one norm. As an application, we give a randomized construction of a quantum encryption scheme that has roughly the same key size and
security as the quantum one-time pad, but possesses the additional property of being non-malleable against adversaries without quantum side
information. Joint work with CA®©cilia Lancien.
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Results — overview

» We show that very small approximate unitary t-designs exist when the

approximation error is measured in certain non-stabilized norms.

» This extends the line of work started by Hayden, Leung, Shor and Winter
(CMP 04)

» Our proofs rely on a technical result by Aubrun (CMP 09)

» As an application, we exhibit a probabilistic construction of a quantum
encryption scheme that is non-malleable against adversaries with no (or

limited) quantum side information.
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The Haar measure

» Natural ‘uniform’ probability measure on compact
groups

» Can be pushed forward to homogeneous spaces

» Quantum information: Unitary group, projective
space (=set of pure states)

Christian Majenz
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The Haar measure in quantum information ﬁ‘....
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Countless applications...

» Entanglement theory

» Coding theorems (noiseless, slepian-wolf, channel
coding)

» Existence proofs using probabilistic method,
randomized constructions
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Definition: A t-design for a homogeneous
space H is a finite subset D C H that
reproduces Haar expectation values of
polynomials* on of degree 1.

First example: Spherical designs

In quantum info: state designs, unitary desigs

Other: Grassmannian designs

Pirsa: 20100049 Page 7/51



Pirsa: 20100049

Twirling channels

Basic property of the Haar measure:

E - [uxvt] =22
U~Haar, d

Haar measure implements depolarizing channel 7"

Twirling channels:

T(‘)(X) - F {U@X (U®z) Jf]

U~Haar,

= E (U8 D)X (U@ U]

U~Haar,
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Approximate unitary designs

DCHisa 7O = TO .= 1 Z U®t( ) )(U@)T

. : D
unitary t-design |1 D 2=
Natural definition of approximate unitary t-designs:

D C H is an g-approximate

|| P Tg) ‘ <e

unitary f-design

Whaot norm should we use?

In quantum information theory:
| - ||, most nakural
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Approximate unitary designs

DCHisa 7O = 7O .= 1 Z U®r( ) )(U@)T

, . D
unitary t-design DI jep

Natural definition of approximate unitary t-designs:

<e€

&

D C H is an g-approximate H T _ 70
D

unitary f-design

Plenty of constructions: Random quantum circuits (BHH 16), random
quantum circuits with a lot of structure (HMMHEGR 20, also CLLW 15,
NHMW 17 for 2-designs)

.

-

Christian Majenz =

Page 10/51

J,am
i
o




t = 1: Quantum one-time pad

ChristianiMa i

Pauli Group

Standard example of a 1-design:
D, ={X'Z/|i,je {0,1}} = ? 1, - 1,i, — i}
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t = 1: Quantum one-time pad -.ii‘
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Standard example of a 1-design:
D, ={X'Z|i,j e {0,1}} = /{1, - Li,— i}
D, = D&"

" : Maximally entangled state

# of elements: 22

D, has minimal size: Tr()]”) ®id(|¢ W™ = 1,

1D, 21k (T @ id(1 )4 1)) = 2
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t = 1: Quantum one-time pad
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Standard example of a 1-design:
D, ={X'Z|i,j e {0,1}} =2 /{1, - Li,—i}
B} =D

# of elements: 22
D, has minimal size: Tr()]”) ®id(|pT )T ]) =1,
1D, 2 1k (TS @ id(1 4 )(@*1)) = 2
Similar for e-approximate case

What if we are only interested in isolated systems?

Note: tk ( T (| w)(w])) < 2"
" Naively, 2" elements could be enough!
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g-randomizing channels

Christian Majenz,
L =

o . PO
No side information: 1-to-1-norm ||®||,_,; = SUPW
X 1

el

More generally, [|®]|,_,, = sup ————
x X,

Does there exist D C U(2") with roughly 2" elements such that

o] <

=1

Hayden, Leung, Shor, Winter 04: Yes!

3D :|D| < 6(n2"%™?) s.t.

2 || 70 — 7O || Le

=00
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g-randomizing channels

o . PO
No side information: 1-to-1-norm ||®||,_,; = SUPW
X 1

o)l
= sup

More generally, ||CD||[Hq —_—
x Xl

Does there exist D C U(2") with roughly 2" elements such that

o] <

=1

Hayden, Leung, Shor, Winter 04: Yes!
3D :|D| < 6(n2"e7?) s.t.

2 || 70 — 7O || Le

1=00

Iv\d,epehd.ehl: Haar-random uwnitaries worlk whp.!

2
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Subsampling

Ok, independently Haar-random unitaries work. Simpler constructions?

Yes, independent samples from a (full) 1-design (Aubrun 09).
“Subsampling” (ABW 09)

For D with | D| = Q(n®2"~2) independently random 1-design elements,

> | T0-19 | <e

1—-00

with constant probability.

(™
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D's from last 2 slides: Weak approximate 1-designs.

Definition:
An n qubit weak e-approximate unitary ¢-design is a finite
subset D C U(2") such that

H T - 7O <e

‘l—)l

For t = 2: Variants for T:D and T¢

T"®)X)= E [U'®WUXU"HU|

U~Haar,
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D's from last 2 slides: Weak approximate 1-designs.

Definition:
An n qubit weak e-approximate unitary ¢-design is a finite
subset D C U(2") such that

H T - 7O <e

‘l—)l

For t = 2: Variants for T:D and T¢

T"®)X)= E [U'®WUXU"HU|

U~Haar,

T°" is a “super-duper-operator” @. Define || - ||,
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Weak approximate unitary designs

D's from last 2 slides: Weak approximate 1-designs.

Definition:
An n qubit weak e-approximate unitary ¢-design is a finite
subset D C U(2") such that

H T - 7O <e

‘l—)l

For t = 2: Variants for T:D and T¢

T"®)X)= E [U'®WUXU"HU|

U~Haar,
T is a “super-duper-operator” @. Define || - ||,

Con we geheralize the resulk b:j Aubrun?

N

o
-
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Let’s look inside (Aubrun 09)....

Key lemma in Aubrun 09:

\
Lemma 5. Let Uy, ..., Uy € U(d) be deterministic unitar, h;(kigmrs and let (;) be a
sequence of independent Bernoulli random variab&bwﬁg'

N o\ﬁ@ o) N 1/2
N7V E, sup ZSiUf,OUfLC)&C%&d)SQ\KIDgN sup ZUJpU; o I

peD(CY) || ;1 @0&!\ e PEDCA || ;=1
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Let’s look inside (Aubrun 09)....

Christian'MajeIﬁ:-.z_,j;
Proof sketch of subsampling weal

Key lemma in Aubrun 09:
1-design given this Lemma:

Lemma 5. Let Uy, ..., Uy € U(d) be deterministic unitary operators and let (g;) be a
sequence of independent Bernoulli random variables. Then

N - 1/2
N'E, sup ZE,{U;')OU; < C(logd)”*/logN  sup ZUJpU; ik I s

peD(CY) || j=1 PED(CA |[i=1
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Let’s look inside (Aubrun 09)....

Christiai'l..__f‘q‘lzgi ":
Proof sketch of subsampling weal

Key lemma in Aubrun 09:
1-design given this Lemma:

Lemma 5. Let Uy, ..., Uy € U(d) be deterministic unitary operators and let (g;) be a
sequence of independent Bernoulli random variables. Then

N ¥ 1/2
N7E, sup ZsiUf,OUj < C(logd)”*/logN  sup ZU;pUj ) Ne
peD(CY) || ;=1 peD(CA || i=1

7

Massage weak l-desigi
error into this form
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Let’s look inside (Aubrun 09)....

Proof sketch of subsampling weal

Key lemma in Aubrun 09:
1-design given this Lemma:

Lemma 5. Let Uy, ..., Uy € U(d) be deterministic unitary operators and let (g;) be a
sequence of independent Bernoulli random variables. Then

N N 1/2
N~ E. sup ZsiUi,on < C(logd)/*\/logN sup ZU‘-;OU:r N-E) Nle
peD(CY) || ;=1 peD(CA || i=1

7

Massage weak l-desigh Bound this bj weak 1-
error into this form design error + [|[TV(p)|| .,
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Proof sketch of subsampling weal

Key lemma in Aubrun 09:
1-design given this Lemma:

Lemma 5. Let Uy, ..., Uy € U(d) be deterministic unitary operators and let (g;) be a
sequence of independent Bernoulli random variables. Then
N N 1/2

N~ E. sup ZsiUi,on < Clogd)/?\/logN sup ZU;pUj o I
peD(CY) | ;=1 peD(CA ||i=1

7

Massage weale 1-desigi Bound this b-j weak 1-
error into this form design error + [TV,

Conclude that weak l-design error is
bounded i N > polylog(d)d*||IT"(p)||
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Let’s look inside (Aubrun 09)....

Proof sketch of subsampling weal

Key lemma in Aubrun 09:
1-design given this Lemma:

Lemma 5. Let Uy, ..., Uy € U(d) be deterministic unitary operators and let (g;) be a
sequence of independent Bernoulli random variables. Then

N N 1/2

N~! E. sup ZsiUi,on < Clogd)/?\/logN sup ZUipUj N-HA) Nl
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peD(CY) || ;=1 PED(CA |[i=1

7

Massage weale 1-desigi Bound this b-j weak 1-
error into this form design error + [TV,

Conclude that weak l-design error is
bounded i N > polylog(d)d*||ITV(p)||

Observation: Yields interesting bound whenever subsampling from

a design QFPromeaEth a channel with small 1 = c0 norm!!!

=
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Abstracting the technique of (Aubrun 09)

'Lemma (relatively straightforward from (Aubrun 09))-:
Let D C U(d) be such that
H T < 8.
b 1—=00 -

Then the subsampling design D fulfils
d || 7O _ 7
D D

od
provided that |D| > polylog(a’)—2
€

Can apply this to t-design setting! Take full t-design D C U(d), set

D = {U®|U e D} c U(d

Pirsa: 20100049 Page 31/51



Abstracting the technique of (Aubrun 09)

Christian Majenz

'Lemma (relativ.ely straighfforward from (Aubrun 09))-:
Let D c U(d) be such that
H T < 8.
b 1—=00 -

Then the subsampling design D fulfils
d || 7O — 7
D D

od
provided that |D| > polylog(a’)—2
€

Can apply this to t-design setting! Take full t-design D C U(d), set
D ={U®|U e D} c Ud"

= need bound on H TW ” Representation theory!!!

=00’
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U(d) — U(d"), U » U®"is a representation of U(d)

Irreducible representations of U(d): V, , labeled by Young diagrams

Examples:

A=(53,21)F11 AX=(53%1)F15 X=(2,1)F3

Pirsa: 20100049 Page 33/51



Representation theory of U(d)

Christian Majen;

U(d) — U(d"), U » U®"is a representation of U(d)

Irreducible representations of U(d): V, , labeled by Young diagrams

Examples:

A=(53,21)F11 AX=(53%1)F15 X=(2,1)F3

Dimension of V, ;: combinatorial formula in 4 and d

Pirsa: 20100049 Page 34/51



Analyzing T®
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Decompose (Cd) ® into irreps of U(d):

(Cd)@ = @ V3a®C™

Ayt

/ﬁ

Young diagrams with b boxes
(and ot most A rows)
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Analyzing T®

Decompose (Cd) ® into irreps of U(d):

() = @ Via®C™
Ayt
Schur’s Lemma implies

TOX) = @rw‘d ® Try  [PX]

Ayt

Maximattv mixed stake

<
-
S
-
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Analyzing T®
Christian Majenz

Decompose (Cd) ® into irreps of U(d):

(Cd)@ = @ V3a®C™

Ayt

Schur's Lemma implies

TOX) = @rm ® Tr, [PX]

Ayt

17Ol < Inax [y, oo IX1l; < max(dim V)~ X1l
d

At
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Decompose (Cd) ® into irreps of U(d):

(Cd)@ = @ V3a®C™

Ayt

Schur's Lemma implies

TOX) = @rm ® Tr, [PX]

Ayt

17Ol < max [y, I X1l < max(dim V)~ X1l
d

At

||T(t)||]~>oo = max(dim Vfl,a’)_l
Ayt
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Analyzing T®

Weyl dimension formula: dim V, , = H :
i,j € {1,..d} Jr={
i<j

“Telesco Fi,c" FT‘O&ucE

Pirsa: 20100049 Page 39/51



Main result

Christiari‘iiiajp__uﬁ:l

Theorem (Lancien, CM):

Let D € U(d) be a unitary t-design. Then the subsampling design D
fulfils

d | 179 -T1® <e
1-00

provided that | D| > poly(log d, f)e~*(td)'
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Variant for 7D

Christian Majenz

Theorem (Lancien, CM):

Let D € U(d) be a unitary 2-design. Then the subsampling design D |
fulfils
H 7LD _ (1) H <e
D <

1-1
provided that | D| > poly(log d)e~%d*

Non-trivial because ||T!V||,_., = 1 (invariance of |¢™))

NP, Here things
thvariant work Like
for t-desigh
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Theorem (Lancien, CM):

Let D € U(d) be a unitary 2-design. Then the subsampling design D |
fulfils
H 7LD _ (1) H <e
D <

1-1
provided that | D| > poly(log d)e~%d*

Non-trivial because ||TV||,_., = 1 (invariance of |¢™))

16", — B Here things
invariant y work Like

for t-desigh
Need

speci.ad. '
treabtment
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Application: Non-malleable

encryption
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Non-malleability

/Iwant a new
otebook'

@ | Transfer 1000€ to

<notebook store>

Transfer 9888€ to
‘ <notebook store>
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Non-malleability
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flwarki non
L O @book! /

o
: _ | Transfer 1000€ to

<notebook store>

A\ Transfer 9888€ to

<notebook store>

Pirsa: 20100049 Page 45/51



Pirsa: 20100049

o ©

-

Non-malleability

| want a new
notebook!

Transfer 1000% to
<notebook store>

encrypt

ZwOLOXEOuVF74p | decrypt

8bX0vwDCwGOuSe

-

qAe5PSkDo3bFfq9
15pM2jQgfPUrtdcx
7xF8WS9AN

zfwgpvkSR39da7u
haXBAOyal8weOI0
HGP6uqgfo7E
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Non-malleability
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Enc;.

A

B

" (_‘% Mallory
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Non-malleability

Enc;.

A

(_‘% Mallory

B

Encryption with 2-design works (ABW 09; AM 17). Key length: ~ 4n bits for n
qubit encryption (shorter keys and larger ciphertexts are also possible, BCGST04)
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Enc;‘

A

(_‘% Mallory

B

Encryption with 2-design works (ABW 09; AM 17). Key length: ~ 4n bits for n
qubit encryption (shorter keys and larger ciphertexts are also possible, BCGST04)

Weak designs: randomized construction of unitary encryption scheme nm against

adversaries with < s bits of quantum memory, key length ~ 2(n + s)
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Non-malleability
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Enc;‘

A

(_‘% Mallory

B

Encryption with 2-design works (ABW 09; AM 17). Key length: ~ 4n bits for n
qubit encryption (shorter keys and larger ciphertexts are also possible, BCGST04)

Weak designs: randomized construction of unitary encryption scheme nm against

adversaries with < s bits of quantum memory, key length ~ 2(n + s)

Full confidentiality ‘for free'.
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Summary, open questions

Summary:

» We use a technique of Aubrun to give a randomized construction of #-designs in weak
norms

» For t = 2, our techniques can be used to construct weak designs for the U ® U and
channel twirls

» As an application, we give a randomized construction of a quantum encryption scheme

that achieves non-malleability against adversaries without quantum side information with
short keys

Open questions:

» For the U @ U twirl, we only obtain a result for the 1 = 1 norm. Can it be strengthened
tod| - ll;-o?

=
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