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Generalization: Amplitude Amplification

(BBHT,BH,BHT,G,BHMT,...)
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Non-trivial applications of

Amplitude Amplification

For example...

e Minimum/maximum finding

e Collision-finding

e String-matching

e Making quantum algorithms “exact”
e Several graph problems

e Etc. etc.
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Generalizations of Abelian HSP

e Can view HSP has a hidden sub-lattice problem for
IR07®---QZ=27"

One way to generalize the problem, is to find a hidden sub-lattice of

ROR®---QR=R"

Need to define appropriate ways for specifying/approximating inputs and
outputs.

Applications include solving Pell’s equation, Principal Ideal Problem, and
finding the unit group of a number field.
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Generalizations of Abelian HSP

e Finding Hidden Shifts and Translations

e Can generalize to finding hidden “non-linear” structures. E.g. hidden radius
problem, shifted subset problem, hidden polynomial problem

e Estimating “Gauss sums”

o Etc.
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Quantum walk algorithms

* Can generalize notion of classical random walks
e Can get up to quadratic speed-up for “mixing time”

e Can get up to an exponential speed-up for “hitting time” (“glued-trees”
problem)

For discrete-time versions, it is usually necessary to add a “coin”.

Applications include:

Element distinctness, triangle-finding, element k-distinctness, AND-
OR trees, MIN-MAX trees, etc.
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Using adiabatic theorem for computation (Farhi et

+ H, - easy to compute ground state.
* H, - ground state is solution to some problem.
 H,and H, can both be efficiently implemented.
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Algorithms for quantum tasks

« Other quantum transformations (e.g. Clebsch-Gordan, wavelet)
« Generating general quantum states

« Quantum error correction

« Quantum signature schemes

* Quantum data compression

« Quantum entanglement concentration

« Coset orbit problem
« Etc. etc. 94
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Further reading

Algorithms for Quantum Computers

Jamie Smith and Michclo Mosca

1 Introduction

tum computing s a new compu
atho

cd by reformalating in
1. Since the

thi the most relovant frame
al limitations of

ation and comp g
laws of phyxics appear to e quantu
ok o ider when e

nework |

ing the

cessing, Furthermore, in recent decades we have seen

ing quintam pheromena to actus al systemy. We

oew, the “tele

ny differont physios
-weale quantum comp
ng |

yalelats, wnd

aggressive

feal systems with Increased precision, and
( o b

pesform wid

e hers |

g i TP, of Camdinasorics & Opimisatio

il Salunces and Kngloss

of Cambisaborion & O

v MEL NSERC, Gy Wairks, MITACS.

QIJ.\I[H]]II algorithms: an overview

Montar

Decomber 21, 2015

Abwmtract

o to omtporform standard o

Areas in w o alg

Wi el
Atk

ovelopmaents mad onr-term nppliontions «

1 Introduction

A quantum compiter is a machin

i
fone

any maching b i thi lnws of elasaic

neum
nes.  The

puting king coryptographi

v possiblo clnssieal ¢

wapeedup, or othor officioney improvon

cnlo gonernl-pur

LI T

wre. of sty for over X

WO

rithimic psing om algorithms with oloa

including recont progress in the flokl
Contrary to n rather widesprand pe
the fiold of qu il

survey such as this oo isbve, Diw

antum Algorithm 7 haite ol tos PORTH 0N UuAnLIED

anitL I8, 71, A, 8 dofer ot

elotadls of the algorithne we covor he e many more. I particular, wo omit all disew

http://math.nist.gov/quantum/zoo/

96

Page 12/46



Cybersecurity in a
Quantum World:
will we be ready?

Perimeter Scholars International

Michele Mosca
mmosca@perimeterinstitute.ca
mmosca@uwaterloo.ca

9 February 2017
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) Cyber technologies are becoming
Increasingly pervasive

- |

Home Automation
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Cybersecurity is a growing and fundamental part
of safety and security of individuals,
organizations and society.
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)) Cryptography is a foundational pillar of

cybersecurity
physical
trust :
Cryptography allows us to achieve SECUHty
information security while using untrusted
communication systems.
cryptography

e.g. Do you update your software and anti-
virus daily? Why do you trust the source?

N.B. Cryptography is susceptible to “record
now, decrypt later”.

I I Ievolutionl‘.}' 2 WATERLGO
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Some of the computational assumptions underlying
)) cryptography are occasionally broken.
One family of codes (before the era of “modern cryptography”) that were

believed to be computationally secure were the “Fish” codes used in
WWII.

commons wikimedia.org/wiki/mage Colossus jpg

Prof. Bill Tutte was responsible for cracking
these codes (see

for
more information). In 1943, the electronic
computer COLOSSUS was designed and built
by the British Post Office in order to run the
algorithms that Tutte and collaborators
developed.

UNIVERSITY OF Institute for
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)

Recent Developments in Cryptanalysis of

Public-Key Cryptosystems

Alfred Menezes

University of Waterloo

https://docbox.etsi.org/Workshop/2016/201609_QUANTUMSAFECRYPTO/T
ECHNICAL_TRACK/UniversityofWaterloo_Menezes.pdf
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Symmetric Pairings Disaster

)) » 2013: Joux: Lg[§ + o(1), ] algorithm for DLP in Fy... and
Fom.

» 2013: Barbulescu et al.: Quasi-polytime Lg|e, ¢]
algorithm (¢ > 0).

» 2016: Adj et al.:
e Computed discrete logs in the 4841-bit field 56500 IN
220 CPU years.
e This field provides 128 bits of security against
Coppersmith’s attack.
e Estimated that discrete logs in the 13590-bit field
[F46.1420 can be computed in 3000 CPU years.

e This field provides 192 bits of security against
Coppersmith’s attack.

I I Ievolutionl..&I
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Lessons Learned

» Passage of time is not a strong argument for security
)) unless the underlying hard problem indeed has been

iIntensively studied by many experts.

» One can get a false sense of security when hundreds of
protocols papers are written with claims of “provable
security”.

» Example: LWE, RLWE

e Extensively used to design cryptographic protocols
since Regev proposed LWE in 2005 (and LPR
proposed RLWE in 2010).

e Basis for security: worst-case to average-case
reduction.

e Most of the analysis in the literature is asymptotic.
e Relevance to practice is qualitative, not quantitative.

e No clean arguments for classical and quantum
security.

I I Ievolutionl’..&l
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Unpredictable new vulnerabilities
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)

Strong desire to implement quantum technology

Designing Optimizing Sensing and Secure What
new measuring communication else???
materials,

drugs, etc.
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One serious problem for
public-key cryptography

Algorithms for Quantum Computation:
Discrete Logarithms and Factoring

Peter W. Shor

AT&T Bell Labs

Room 2D-149

600 Mountain Ave.

Murray Hill, NJ 07974 USA

In Proceedings, 35th Annual Symposium on Foundations of Computer Science, Santa Fe, NM,
November 20 22 1994, |IEEE Computer Society Press, pp. 124-134.

E lur@rn D Marlnntom and M. Mariantoni Chrstian Lagerek/Alamy Y. Colombe/NIST
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Algorithm

RSA-1024
RSA-2048
ECC-256
ECC-384
AES-128
AES-256

Pirsa: 17030036

Key Length

1024 bits
2048 bits
256 bits
384 bits
128 bits
256 bits

I I Ievolutionl’..&I

) How secure will our current
crypto algorithms be?

Security level Security level
(Conventional (Quantum

Computer) Computer)
80 bits ~0 bits

112 bits ~0 bits

128 bits ~0 bits

192 bits ~0 bits

128 bits ~64 bits
256 bits ~128 bits

ER
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)) What will be affected?

Secure Web Browsing -
RSA, DSA, DH, ECDHY

Signatures
VPN - IPSec

Secure email -S/MIM
PKI

AES, 3-DES, SHA, ...

etc...

UNIVERSITY OF Institute for
N waterLoo | |(JC &

Page 26/46



) Do we need to worry now?

Depends on:

X = security shelf-life
*Y = migration time
*Z = collapse time

“Theorem”: If X + Y > Z, then worry.

4

time

*M. Mosca: e-Proceedings of 15 ETSI Quantum-Safe Cryptography
Workshop, 2013. Also

I I Ievolutioni‘{} S WATERLGO
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REVIEW

Superconducting Circuits for Quantum
Information: An Outlook

M. H. Devoret'” and R. ). Schoelkopf'*

Faull-talerant guantum computation

Algoriinms an mullipie logical qubits

F o Opaerations on aingle logical qubsils

-}

B <

EJ‘ {fﬁ Logienl mamory with longer i than physical qubita

= QND mansuremants for error cormmction and conlrol

Algarithma on multipio physical qubits
Operations on single physlcal qubits >

S

Time

Flg. 1. Seven stages In the development of quantum Information processing, Each advancement requires

mastery ol the preceding stages, but each also represents a continuing task that must be perfected in |

parallel with the others, Superconducting qubits are the only salid-state implementation at the third SC'ENCE V()L 339 8 MARC,}' I 4?0‘] 3
stage, and they now alm at reaching the fourth stage (green arrow). In the domain of atomic physics and

quantum optics, the third stage had been previously attained by trapped fons and by Rydberg atoms. No

implementation has yet reached the fourth stage, where a logical qubit can be stored, via error correction,
for a time substantially longer than the decoherence time of its physical qubit components,

I I Ievolutionl.;
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)

IARPA [July 2015]: “BAA Summary — Build a logical
qubit from a number of imperfect physical qubits by
combining high-fidelity multi-qubit operations with
extensible integration.”

Several leading groups internationally have reported
receiving awards.

I I Ievoluﬁonl.;
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How large of a quantum computer is
n eed ed ? Institute for Quantum Computing » Events » 2015 » Juna »

Quantum Programming and Circuits
| Quantum algorithm ] Workshop i

] Monday, June 8, 2015 (all day) to Thursday, June 11,
Logical circuits I\ 2015 (all day)
| v Fault tolerant '

gate set The workshop aims at bringing tagether |
Fault tolerant protocol r - researchers from quantum computing
Clifford + T and classical programming languages.
Opan questions that we anticipate this
Quaﬂlw“ COHUO' | group to tackle include new methods "
for circuit synthesis and optimization,
l compilar optimiza

ong and rewriting,

Ph}‘sical sys!em | :.dl?“.ll:‘\jﬂl:.'d Iﬁm;-u:u.]r_ﬂj \t‘f'l'-;.n-;. nnn-urn.hmdml languagas, \||||__7\»'|'n-v'-|‘st.i'1tur.n_1-'.
of type systems and error reporting for quantum languages, techmgues for

verifying the carrectness af gquantum programs, and new tachniques for

compiling afficiant circuits and protocols for fault-tolerant questions and

thair 2D layout,

UNIVERSITY OF Institute for
waTERLOO | |(JC &
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)

Mosca:

[Oxford] 1996: “20 qubits in 20 years”

[NIST April 2015, ISACA September 2015]:

“1/7 chance of breaking RSA-2048 by 2026, »z chance
by 2031”

N il UNIVERSITY OF

A WATERLOO

Institute for
Quantum
Computing
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)

Mosca:

[Oxford] 1996: “20 qubits in 20 years”

[NIST April 2015, ISACA September 2015]:

“1/7 chance of breaking RSA-2048 by 2026, »z chance

by 2031”

Microsoft Research [October 2013]: Recent

Improvements in control of quantum systems make it

seem feasible to finally build a quantum computer

within a decade. ...Use of a quantum computer

enables much larger and more accurate simulations

than with any known classical algorithm, and will allow

many open questions in quantum materials to be

resolved once a small quantum computer with around

one hundred lcgical aubits hecomes available.
1QC &

I I evolutioniJ
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)

Quantum-safe cryptographic tool-chest

conventional quantum-safe +
cryptography

a.k.a. Quantum Resistant Algorithms
(QRA) or Post-Quantum

Cryptoiﬁohy
iy

I I Ievolutionl”..&l
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)) Terminology

“Quantum-safe”

“safe in the era with large-scale
quantum computers”

conventional “post-quantum®/
“quantum-resistant” cryptography
+ quantum cryptography

I I IeVOIUﬁonrJ
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) What is 'y'? How long to
quantum proof?

UNIVERSITY OF

% WATERLOO

Pirsa: 17030036 Page 36/46



) Security is a choice

k2

TR A AT
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)

Are the standards and
practices ready?

- N on
_W/\/\ -

1 ETF
NST

National Institute of

Standaords and Technology

U.S. Degantment of Commeice

Workshop on
Cybersecurity in a Post-
Quantum World, 2-3 April
2015

Pirsa: 17030036

N
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National Institute of
Information and Communications Technology
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Quantum Safe Cryptography
and Security

An introduction, benefits, enablers and challenges

L L

ETSI 2nd Quantum-Safe Crypto Workshopwih”
partnership with the IQC
6 - 7 October, 2014, Ottawa, Canada

3rd ETSI/IQC Workshop on Quantum-Safe
Cryptography, hosted by SK Telecom
5-7 October, 2015, Seoul, Korea

Institute for
Quantum
Computing
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Nsr National Institute of Standards and Technology
Infarmation Technology Laboratory

- _
omputer &_!m!y Dm;n GSDE

Computer Security Resource Center

CSRC Home About Projects /| Research Publications News & Events

Pirsa: 17030036

 Post-Quantum Cryptography »

| Project

Workshops / Timel
Federal Regisler Nolices
Email Listserve

Project Contac

Archive Information

Post-Quantum Cryptography
Standardization

I I Ievolutioni’J

CSRC HOME > GROUPS > CT > POST-QUANTUM CRYPTOGRAPHY PROJECT

POST-QUANTUM CRYPTO PROJECT

NEWS -« December 15, 2016: The National Institute of Standards and

Technology (NIST) is now accepling submissions for quantum-resistant public-

key cryptographic algorithms. The deadline for submission i1s November 30,
2017. Please see the Post-Quantum Cryplography Standardization menu at
left for the complete submission requirements and evaluation criteria

In recent years, there has been a substantial amount of research on quantum
computers — machines that exploit guantum mechanical phenomena to solve
mathematical problems that are difficult or intractable for conventional
computers. If large-scale quantum computers are ever built, they will be able
to break many of the public-key cryptosystems currently in use. This would
seriously compromise the confidentiality and integrity of digital
communications on the Internet and elsewhere. The goal of post-quantum
cryptography (also called quantum-resistant cryptography) is to develop
cryplographic systems that are secure against both quantum and classical
computers, and can interoperate with existing communications protocols and

UNIVERSITY OF Institute for
waTERLOO | |(JC &
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) The ultimate key-establishment tool

Quantum physics
guarantees the security of
the cryptographic key

A quantum satellite in LEO can
interconnect ground networks
located anywhere on Earth.

Together with ground-based
repeaters, we will eventually
have a “quantum internet”.

Institute for
Quantum
Computing
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)) A historical fluke/opportunity

Our current crypto infrastructure is not nearly as good as it could be.

* |n practice it is nearly impossible to replace something “good enough”
with something better.

= Given that we have no choice but to replace fundamental cryptography
tools with something quantum-safe, the “toolbox” must be opened.

s il UNIVERSITY OF
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) Don't forget: A lot more is at stake
now than we ever imagined

Home Automation
m Cameeas N [
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e wne |
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D Security
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) The choice is ours

Embrace quantum
technologies that will
help humanity

and

live in a cyber-
enhanced world
designed to be safe
In the quantum era

ggr%T UNIVERSITY OF

‘ > WATERLOO

evolution{J
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) Suggestions

Get quantum-safe options on roadmaps

Routinely ask about vulnerability of systems to quantum attacks
Include quantum-safe options as desired features
« Keep switching costs low

Make quantum risk management a part of your cybersecurity roadmap

(If appropriate) request the necessary standards for the quantum-safe
tools needed

Request the information/studies needed to make wise decisions going
forward.

Applaud and reward organizations that take this seriously.

I I Ievolutionl..’&I
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)

« Leverage existing risk mitigation policies, procedures, and
processes.

« Manage community and technical challenges to deploying
quantum-safe cryptography.

OPEN QUANTUM SAFE

:.‘ UNIVERSITY OF Institute for
N waTerLoo | |(JC &

Pirsa: 17030036 Page 45/46



Quantum mechanics forces us to reinvent
the foundations of our cryptographic
Infrastructure

Quantum-safe is a necessary
condition to be cyber-safe

We need to take advantage of
the head-start we have been
given, and make the next
generation ICT infrastructure as
secure and robust as we can.

The planning needs to start now.

I I Ievolutioni’?

Pirsa: 17030036 Page 46/46

;.s'r'_\_ﬂ UNIVERSITY OF

Ywatertoo | 1QC &




