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A new paradigm for physics:
gquantum mechanics
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A new paradigm for computation:
quantum computation
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New paradigm brings new possibilities

Designing Optimizing Sensing and Secure What
new measuring communication else???
materials,

drugs, etc.
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New feature:
superposition/parallelism

A physical system that can exist in two or more distinguishable states canin a
special way embody all the distinguishable states at the same time
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Superposition/parallelism
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Superposition/parallelism

Dave Bacon's photo of Antia Lamas-Linares labat NUS Singapore
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What are quantum computers good for?

"Global" patterns: Seeing the forest without observing the trees.

Example:

The sequence 34, 12, 54, 38, 57, 34, 12, b4, 38, 57, 34, 12,
... has a period of length 5.
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Example

« Imagine a sequence of 128-bit numbers (encoded as bits) that can be easily
computed
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elc.
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729672482463 >
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720672482464 >
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(recall....)

1—
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7206724824 65 >
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(recall...)

2
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Example

With a handful of quantum glimpses:

“length of period = 729672482463"

“any specific value 1n the sequence = 2?2?27
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Applications:
studying materials and chemicals
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Applications: Searching and Optimizing
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Applications: Searching and Optimizing

“needle in a haystack”
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Quantum computer finds a solution after roughly 1000 queries.
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New feature:
Eavesdropper detection
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Quantum Cryptography

Beijing-
Shanghai
QKD Backbone
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Free-space Quantum Cryptography
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Thomas Jennewein et al., Smiths Falls, Ontario, Canada, Sept. 2016
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Long term future applications

Quantum money
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New paradigm brings new possibilities
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Designing Optimizing Sensing and Secure What

new measuring communication else???
materials,

drugs, etc.
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But... while in the old paradigm

Encryptingis easy. Codebreaking is hard.
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...In the quantum paradigm

Encryptingis easy. Codebreaking is easy!
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Cyber technologies are everywhere
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So cyberattacks are a growing threat
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Price of procrastination?
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Do we need to worry now?

Depends on:

« X = security shelf-life

* Y = migration time

« Z=collapse time

“Theorem™ If X + Y > Z, then worry.
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Bottom line

Fact: If X+Y>Z, then you will not be able to provide the
required X years of security.

Fact: If Y>Z then cyber systems will collapse in Z years
with no quick fix.
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Security is a choice

Development

Planning
Requirements

esti

Pirsa: 16100059 Page 44/50



NISI' Mational Institute of Standards and Technology searcH csre: |G

Infarmation Tech 3 Leary

COMTACT SITE MAP

Computer Security Division

Computer Security Resource Center

C5RC Home About Projects ! Research Pubdlications Mews & Events

CSRC HOME = GROUPS = CT = POST-QUANTUM CRYPTOGRAPHY PROJECT
Post-Quantum Cryptography »

Project POST-QUANTUM CRYPTO PROJECT

LG NEWS -- August 2, 2016: The National Institute of Standards and Technology

Pirsa: 16100059 Page 45/50



irsa: 16100059
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Quantum computing will cripple

encryption methods within decade, spy
agency chief warns
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PREDICTIVE IS NIMELE.

ENSURE UPTIME ALL THE TIME

Prepare for threat of quantum computing to _
encrypted data, Canadian CDI'IfEFEﬂEE tﬂld A |=._\1'n:|aﬂ‘:obun:ma CITIZEN | September ¥1. X016 7-54 Fil ET or :Zf’f.;:'.‘"
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"1 think we are already behind,” Scott Jones, deputy chief of IT security at the
Communications Security Establishment (C5E), responsible for securing federal
information systems, told the fourth annual international workshop on quantum-

safe cryptography in Toronto on Monday.
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The choice is ours

Embrace quantum
technologies that will
help humanity

and

live in a (relatively) safe
cyber-enhanced world?
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Beyond next generation ICT
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Quantum information science and
technology: growing field

Deep and broad roots

Bearing fruit and bringing oxygen to a
broader ecosystem

THANK YOU!!
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