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Abstract: <span>A "one-time program" for a channel C is a

hypothetical cryptographic primitive by which a user may evaluate C on only one
input state of her choice.&nbsp; (Think Mission Impossible: "this tape

will self-destruct in five seconds.")&nbsp; One-time programs cannot be
achieved without extra assumptions such as secure hardware; it is known that
one-time programs can be constructed for classical channels using a very basic
hypothetical hardware device called a "one-time memory".

&nbsp;

Our main result is the construction of a one-time program

for any quantum channel specified by a circuit, assuming the same basic
one-time memory devices used for classical channels.&nbsp; The construction
achieves universal composability -- the strongest possible security -- against
any quantum adversary.&nbsp; It employs a technique for computation on
authenticated quantum data and we present a new authentication scheme called
the "trap” scheme for this purpose.

&nbsp;

Finally, we observe that there is a pathological class of

channels that admit trivial one-time programs without any hardware assumptions
whatsoever.&nbsp; We characterize these channels, assuming an interesting
conjecture on the invertible (or decoherence-free) subspaces of an arbitrary
channel.

&nbsp;

Joint work with Anne Broadbent and Douglas Stebila.

<a href="http://arxiv.org/abs/1211.1080">http://arxiv.org/abs/1211.1080</a></span>
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Q: What is a one-time program?
A: A cryptographic primitive allowing two parties to
evaluate a publicly known function (specified by a TM
or circuit)

f : {bit strings} x {bit strings} — {bit strings}.

@ -

sender’s input

O v—

receiver’s input

one-way
commuinication
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Q: What is a one-time program?

O v—

receiver’s input

irsa: 12120028

“program” for f(x, )

Page 3/68



Q: What is a one-time program?

Receiver learns nothing beyond that which can be in-
ferred from one-shot access to an oracle for f(x, -).
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Potential applications include:

TexPoint - Edit Latex Display - Unlicensed (for 2214 days)

1. Software protection.

Bitman | canfin e adithay | Dabi esine |

2. Digital rights management.

3. Electronic cash. NO ONE

ADMITTED

Pirsa: 12120028 Page 5/68



Potential applications include:

TexPoint - Edit Latex Display - Unlicensed (for 2214 days)

1. Software protection.

Bitman | canfir e adithay | Dab asine |

Digital rights management.

SIS

. Electronic cash. NO ONE

ADMITTED

ONE THOUSAND  DOLLARS - MILLE

Pirsa: 12120028 Page 6/68



Potential applications include:

TexPoint - Edit Latex Display - Unlicensed (for 2214 days)

1. Software protection.

Bitman | canfim e adithay | Dab iasine |

2. Digital rights management.

3. Electronic cash. NO ONE s

ADMITTED “S=SSae

)l LBEZ -“:\- -I-)I. 'T'. T \.
’ L N | S
¢ LRV Nl
- il b je bt

Pirsa: 12120028 Page 7/68



Relation to multi-party computation
One-time programs are a special form of multi-party
computation, which i1s a familiar cryptographic primi-
tive.

In this talk,

“one-time program’’

— ““non-interactive two-party computation™

multi-party quantum
computation: 1

D (p)
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Software can always be copied

Without any assumptions, classical one-time programs
are trivially impossible.

Instructions for calculating f(x, -). Y
Please use only once!

| You can trust me...

— need assumptions such as quantum mechanics
or secure hardware.
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Q: Does quantum information suffice?

A: No. A reversible adversary can always recover a
“program state’ and evaluate f(x, -) multiple times.

ancilla: |0> L hunk) —r|0>

0) AT»IJ“(:U, Y))
program state: |lp> | f(x,y)) { i :_.'|¢>

Pirsa: 12120028 Page 11/68



Secure hardware: one-time memory

Classical one-time programs can be constructed from
very basic hypothetical hardware devices.

secret bits

ce{0,1}—» bo,b1 € {0,1}

user selects a bit

| Goldwasser, Rothblum, Kalai1 2008
| Goyal, Ishai, Sahai, Venkatesan, Wadia 2010]
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What’s already known

g classical one-time programs for any function f using
one-time memories that are:

1. Secure against any malicious receiver. .
(No restrictions required.)

2. Secure against any malicious sender.

oy

Universally composable.
(Secure even against parallel attacks.)

| Goldwasser, Rothblum, Kalai 2008]
| Goyal, Ishai, Sahai, Venkatesan, Wadia 2010]
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Quantum one-time programs

receiver’s output

TP -
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Quantum one-time programs

Receiver learns nothing beyond that which can be in-
ferred from one-shot access to an oracle for ® given A.

receiver’s output

= ®(p)
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Recall existing results for COTPs:

g classical one-time programs for any function f using
one-time memories that are:

1. Secure against any malicious receiver. .
(No restrictions required.)

2. Secure against any malicious sender.

W

Universally composable.
(Secure even against parallel attacks.)

| Goldwasser, Rothblum, Kalai 2008]
| Goyal, Ishai, Sahai, Venkatesan, Wadia 2010]
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Our primary result: channel &

=1 uaIIlllJ!llJ one-time programs for an)//Lfﬁ\M\tjM using

one-time memoriesthat are:
v

1. Secure against any malicious receiver. .
(No restrictions required.)

3. Universally composable.
(Secure even against parallel attacks.)

\ The very same!

Future project
(No need for “quantum’™ OTMS.)l
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Security requirement

Y receiver I simulator using one-shot access to ® that
mimics the behaviour of the sender’s QOTP-.

SIMULATOR

malicious receiver
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Encode-encrypt makes life easy

Any attack on an encode-encrypt scheme 1s equivalent
to a mixture of Pauli attacks on &.
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Encode-encrypt makes life easy

Any attack on an encode-encrypt scheme i1s equivalent
to a mixture of Pauli attacks on &".

enc g, p) Pauli
’ tampering

[#

Thus, any family & secure against Pauli attacks in-
duces a secure encode-encrypt authentication scheme.

(Defining security for authentication schemes is tricky;
encode-encrypt schemes make it easy.)
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The trap scheme

Proposition. 7rap codes are (2/3)% ?-secure against
Pauli attacks.

Proof sketch. In order to act non-trivially, any Pauli ()
must have weight > d.

To avoid detection, ¢ must avoid all the traps.

Simple analysis shows Pr, < (2/3)%/2, ]

Corollary. Trap codes induce a secure encode-encrypt
authentication scheme with key (m, PP).
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3. Quantum computing on authentica-
ted data (QCAD)

Goal: Apply a gate G to authenticated data without
knowing the key k.

trusted
l‘l; . - k k,

verifier =
. [ ency (|y)) ] oy iéenck(hb))j

encr (G¥))

Updating the key k& > Kk’ forces the attacker to apply
(&, as otherwise the state would fail verification.

l

malicious
attacker
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Example: CNOT in the trap scheme

For a trap scheme based on a CSS code £, the CNOT
admits a bitwise implementation.

4 ®
authenticated * ® logical
qubit #1 & qubit #1
P
\ & ; _
implements
, i Y
NLS AN
authenticated SN AN logical
: N . —
qubit #2 i (::) e qubit #2
S A
% N

Key update:
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qubit #1: (m, XPZ9) > (7, XP Z9+9)
qubit #2: (7, X"Z%) + (7, XPT"Z?%)
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Some gates require “magic states”

Universality cannot be achieved by bitwise gates alone.
Example: K = (}9) in the trap scheme.

[Logical circuit for K. (Look familiar?)

|0> -+ 1‘1) L 1Y ]X'I-gffr)
) —B— A
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Some gates require “magic states”

Universality cannot be achieved by bitwise gates alone.
Example: K = (}9) in the trap scheme.

Pauli gates can be
implemented simply by
magic state for K| updating the Pauli key!

.

T

10) + i[1)

data qubit | L."?> r—-—é%{/—-ﬁ1
We know how to do CNOT .\

Need to implement
measurements!

N | (,-1'5)

—
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Measurement in encode-encrypt schemes

Any encode-encrypt scheme based on a family & of
CSS codes admits measurement of authenticated data.
(e.g. Trap scheme based on a CSS code £.)

trusted

2 classical
verifier (2 decodulg
T authenticated =
ll‘l;ll]lClk()Us . c:ubil o :} /7‘\’ loglcd] result € {0, 1}
attacker —

LLong story short: Any circuit can be
implemented on authenticated data, given

classical interaction with the verifier.

Page 28/68
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g. COTP for classical interaction
Suppose the receiver holds authenticated inputs (A, B)

plus magic states.
— Recelver can compute P!

A
B
ency (|magic))

ency(|0))

encg(p) encrg (P(p))

C
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g. COTP for classical interaction
Suppose the receiver holds authenticated inputs (A, B)

plus magic states.
—— Receilver can compute P!

= How does the receiver —

%non-interactively (de-)authenticat§
C1LC his imnput without learning )

the key??

X\\I‘

ency (|0))
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5. Teleport-through-(de)-authentication

Authentication:

EPR pair |Q§+> <

TN TN teleport-through-
- > authenticate
— — ——— state
0)F £ P
— /
| —— ) S—
De-authentication: s
teleport-through-de-
> authenticate
state
EPR pairs | (/)+ > XN f \ f \ S
P* E*
| — |

Pirsa: 12120028
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Teleportation handled by the COTP

Teleportation (Bell) measurement re-encrypts with an-
other Pauli 7.
The COTP needs to know 7" so 1t can update its secret

key.

data IQ/)> 4 — Bc”] Result to COTP b'

Y

teleport-through- <
authenticate
state % elCx ( I’l'b> )

(Similar for de-authentication.)

Pirsa: 12120028 Page 33/68



A QOTP consists of:

1. Authenticated registers:

(a) Sender’s input register A.
(b) Magic states.
(c) |O) states.

r——

(d) Teleport-through-(de)-authentication states.

2. A reactive COTP.

After de-authentication, the final state ®(p) is en-
crypted (but not encoded).

The COTP reveals the decryption key only 1f all mea-
surement results were consistent with secret key.
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Security: a simulator for our QOTP
Recall: We need to simulate the sender’s QOTP...
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Simulator in pictures

& ™

— | Bell
a ) Result to COTP

EPR pairs >

---‘<.~\\

teleport-through-
authenticate
state

\\

‘ de-aut

Insert @ at the beginning, run a dummy computation.
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Simulator in pictures
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Tabular representation for large states

A composition of product operators acting on a multi-
register state:

B

Bin

(T |B

Bin

Bout

(*!*out | [3

Bout

I\'f, ' )

2|m| 2| >

(ar|{s,|E" ])M.
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~(2
Koy’

(az|(s2| E* Py,

-(1)
5. o

(ar|(s1|E* Py,

K (0)

|v¥) B

| + )

o)

|22) A

1Y) w

10) |on)

|l”r')

|pe2)

|11}
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