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Abstract: This is an introductory talk on quantum cryptography, focusing on quantum key distribution (QKD) with a cool little demo invol
polarized light. QKD gives us the amazing ability to send messages with absolute security
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Polarization of light
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Polarization of light

. Diagonal = horizontal + vertical
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Polarization of light

- Diagonal = horizontal + vertical
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Polarization of light

. Diagonal = horizontal + vertical

* Horizontal component of light passes through;
Vertically polarized component is blocked
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Polarization of light

. Diagonal = horizontal + vertical

* Horizontal component of light passes through;
Vertically polarized component is blocked
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Spot the difference?
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Spot the difference?

* Which photo was taken with a polarizing filter?
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Spot the difference?

 Which photo was taken with a polarizing filter?
« Light reflected from the windows is polarized

+ The filter absorbs the polarized light
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Encryption

» Alice wants to send a note to Bob across the room

« Passes it to a neighbour, to be passed on to Bob

 How can she keep the others from reading the

contents?
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Caeser cipher
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Caeser cipher

» Earliest recorded method known
« Substitute letters by other letters, e.g., shift by 3




Caeser cipher

» Earliest recorded method known
« Substitute letters by other letters, e.g., shift by 3

Plain: ABCDEFGHIJRKLMNOPOQRSTUVWXYZ
Cipher: DEFGHIJKLMNOPQRSTUVWXYZABC
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Caeser cipher

» Earliest recorded method known
« Substitute letters by other letters, e.g., shift by 3

Plain: ABCDEFGHIJKLMNOPQRSTUVWXY?Z
Cipher: DEFGHIJKLMNOPQRSTUVWXYZABC
 Example

the quick brown fox jumps over the lazy dog
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Caeser cipher

» Earliest recorded method known
« Substitute letters by other letters, e.g., shift by 3

Plain: ABCDEFGHIJKLMNOPQRSTUVWXY?Z
Cipher: DEFGHIJKLMNOPQRSTUVWXYZABC
* Example

the quick brown fox jumps over the lazy dog
WKH TXLFN EURZQ IRA MXPSV RYHU WKH ODCB GRJ
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How secure Is this?
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How secure I1s this?

« Shifts are easy to break: try all shifts
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How secure I1s this?

« Shifts are easy to break: try all shifts

» Other single letter substitution ciphers?




How secure I1s this?

« Shifts are easy to break: try all shifts
» Other single letter substitution ciphers?

« Many permutations of the alphabet (26!)




Substitution ciphers

* Frequency analysis known as early as 9th century AD

« Compare frequency of letters in ciphertext with that in
typical text
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How secure Is this?

« Shifts are easy to break: try all shifts
» Other single letter substitution ciphers?

« Many permutations of the alphabet (26!)




Substitution ciphers

* Frequency analysis known as early as 9th century AD

« Compare frequency of letters in ciphertext with that in
typical text
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Spot the “difference’
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1111111111 ~-111222121012223221--112111212031--22111111111
1111111111 —=1172222131 11111111 —=12 002000120020 0021111
11311311131 ~--212327313113133313113~~113112111~-1123023212111
l111111113~-31222222°23°30°2321113--211111031--11111111111
1111111111 =--11112711111111111 1 =--122 121 1 -=-T12 0020222020
1111111111--331112232232212311111~--111231113~--11111211111
1111111111--1111111111111===--111111111~-11111111111
111111111l 1111111111111--11111111111
1¥111111111--12221022222222222221222323331--11111111111
1111111111 --1102200221227220722312102212 1111222200222 1 00
1111111111 --1123113111111111111111111111--111131111111
11131111111 ~-11313131337313337337333373731133~~-2133323173317
11111111131 —-11712121 2111717222222 011111 —--11121111 111
1111111111--1111133113211313¥31117111111711--11211711111111
1111111111 ~--1111111371331717133113311337111~--11211111111
1111111311113 1113111131311 371171111111111113171171117111
111111111333111113113133133333311333113113311113121311111
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Text A
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“‘Difference’

111111111111111111111111111111111111111111111111111
1111111113111 2R0R00Q00QQQQQQQQQRRDDNIIRDR22021111111

111111111} =--111311213111111)>-117111111~--~131322131111
1111111111--1112111111211113111~~111121111~-11111111111
1111111111 --111111233111113111--1111111--11111111111
1111111111 ~~1111111311111111)1>~]1111111~-~11731112111
1111111111~--11111111111111111~-1111111--11111111111
1111111111--1111111111111111--11111111--11111111111
1111111111 —-1121212111211111-—-=11222010101-=1010110217111111
1nmitimmiil-————————————— 1111111111111 --11111111111
111111111} ~--1311313112331331733313371313111113~--11131113111
1111111111~-~11111111111113121131313111111~--11111111111
1111111111~--1111113133131222333333111111~--12111111111
1111111113 —-112203222220330207111131111111--1121111111111
1111111111 ~-1111111111111231131731312311311~--113117111111
1111111111 --11122121221223323111311111111--11111111111
1111111111 --11111111111111111111111111--11111111111
1111111111111 7111111111711131171711111111117111111111111
1111131711131 113211 8313131311111 811313717117111111111
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Text B

S S N, RS Y (RN L, RS TR, || {5 i o % L O SRR L
1-1=1==]=1===1=1=11=11~===1111~11=1=1=111=11====111
3 (O PSS, (SO, T, RSN, i 8 1 1 [ § 5 ) g 3 (o0 & Sk (OO (R (0
SE R ST IR R L S S I RS, I S
— 332 - SN SN TN
) I S R T S I1-311--11-1—1-3-——3-33 )
U, PRSSIRRE, 7y ) ) 5. ot SRR T, TSRS | MO, 1 T P, DS | SR TN, O, |
i I
P =N N -1  —RN—
~11==1==11=11-1==11111111=1====31111=11===1==1=1-11
mem]emll=]=]l=1=11=11=11=111===111==1121121~1=2==11
R R Ty A P e L TS R M R e
— AR e 1113051 -1 211 E
11— 1—1-11-1- 113111 —111— 11110131 —1——
10 (s 0 ) 1 (RN N, ' TN 1 [ RS T T S (R, 7 TG (W,
T o U e, ES— 1111111111=111==1111=11==1=1=1==1111
SR TR iy U Ly oL TS S TSNS, R O T S T, I T, S
R (N, T J— 111c=el=l=]lli=l=lon]l=]le=lma=]lll="1]
lem==ll==llecleclececc]]le]lee]l]ll=leel=]l=e]]111]l=]1]=-
T P PR 3 P T O Ty DR, R, PSS, 'y RS, G 3 T e [, G
L LT S SR SN T Y LS S T TSR .

Page 42/103



PERIMETER

INSTITUTE FOR THEORETICAL PHYSICS
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Vernam cipher

Idea: make ciphertext look random to others
Alice and Bob keep outcome k of coin toss (0/1)
Let Alice’s message be a singlebit m (0/1)

Ciphertext ¢ = m @ k

m\ K 0 1
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Security

[miy k] o 1
0 0 1
1 1 0

If k is 0 or1with probability 1/2, sois ¢ !
Ciphertext is random to all but Alice and Bob

Bobcanrecover m=¢ @ k

Generalizes to longer messages (apply to every bit)



Private key encryption

Receiver
Sender Secret key K
Secret key K Ciphertext |

C=X & K Decoding

Plaintext X D=C

5 K
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Private key encryption

Receiver

Sender S
Secret key K Ciphertext

C=X@a& K Decoding

Plaintext X D=C & K
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Private key encryption

Receiver
Sender Secret key K
Secret key K Ciphertext "
| C=X @& K Decoding
Plaintext X D=C @& K
Disadvantages:
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Private key encryption

Sender
Secret key K Ciphertext
C:X 2] K
Plaintext X
Disadvantages:

(1) n users — n(n-1)[2 keys

irsa: 11080147

Receiver

Secret key K

Decoding
D=C & K
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Private key encryption

Receiver
Sender Secret key K
Secret key K Ciphertext |
| C=X @ K Decoding
Plaintext X D=C & K
Disadvantages:

(1) n users —n(n-1)[2 keys
(2) Cannot reuse
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Private key encryption

Receiver

Sender Secret key K
Secret key K Ciphertext |

| C=X@a K Decoding

Plaintext X D=C & K

Disadvantages:

(1) n wusers —nn-1)/2 Kkeys
(2) Cannot reuse
e nomer (3)  USErs have to meet physically to share keys
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Use of photon polarization
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Private key encryption

Sender

Secret key K Ciphertext
| C=X & K

Plaintext X

Disadvantages:

(1) n users —n(n-1)2 keys
(2) Cannot reuse

e () Users have to meet physically to share keys

Receiver

O amnret brmyvy LW

Decoding
D=C & K
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Use of photon polarization

remote key agreement...
> private key encryption
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Use of photon polarization

1bles remote key agreement. ..
ore private key encryption

public key
encryption
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Use of photon polarization

remote key agreement...
private key encryption
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Private key encryption

Receiver

Sender Secret key K
Secret key K Ciphertext '

| C=X o K Decoding

Plaintext X D=C & K

Disadvantages:

(1) n users —n(n-1)[2 keys
(2) Cannot reuse
e (3) Users have to meet physically to share keys
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Use of photon polarization

remote key agreement...
ore private key encryption
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Use of photon polarization

—nables remote key agreement. ..
= private key encryption

lernet tra N public key
encryption
AsSsumes comp

* Using polanzed Ilght we can estabhsh a secure

random key wvesdropper provably has little
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Quantum key distribution [Bennett, Brassard'84]
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Quantum key distribution [Bennett, Brassard'84]
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Quantum key distribution [Bennett, Brassard'84]

« Alice picks a random bit, O or 1
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Quantum key distribution [Bennett, Brassard'84]

* Alice picks a random bit, O or 1

 She also picks a random orientation, rectilinear or
diagonal
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Quantum key distribution [Bennett, Brassard'84]

* Alice picks a random bit, O or 1

« She also picks a random orientation, rectilinear or
diagonal

single
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Encoding a bit into polarization
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Encoding a bit into polarization

Rectilinear
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Encoding a bit into polarization
0
Rectilinear o
;
g
0
ol
=
Diagonal
dy
1




The remaining procedure
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The remaining procedure

« Bob picks a random orientation to measure
polarization
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The remaining procedure

» Bob picks a random orientation to measure
polarization

(has 50-50 chance of getting it and the key right)




The remaining procedure

* Bob picks a random orientation to measure
polarization

(has 50-50 chance of getting it and the key right)

* Bob announces that he has measured
Alice announces the orientation (!
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The remaining procedure

« Bob picks a random orientation to measure
polarization

(has 50-50 chance of getting it and the key right)

* Bob announces that he has measured
Alice announces the orientation
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The remaining procedure

* Bob picks a random orientation to measure
polarization
(has 50-50 chance of getting it and the key right)

» Bob announces that he has measured
Alice announces the orientation
Bob knows if he got the key bit

Pirsa: 11080147
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Security against eavesdropping
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Security against eavesdropping

* If Eve tries to measure polarization, she likely alters it

0
t 0

/..
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Security against eavesdropping

* |f Eve tries to measure polarization, she likely alters it

= Repeat encoding procedure for many key bits
* Pick random subset for testing: Alice announces the key bit
as well, and Bob checks for tampering

» |ftoo many bits are corrupted, they restart the protocol
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