Title: Introduction to Quantum Information Processing
Date: Jul 20, 2011 08:30 AM

URL: http://pirsa.org/11070091

Abstract: <span><div id="Cleaner">Information processing is a physical process, and thus the powers and limitations of an information processing
device depend on the laws of physics. The &oeclassical&€« framework for physics has long been replaced by quantum physics. Over the past century
we have moved from observing quantum phenomena to controlling quantum phenomena. Remarkable progress has been made in recent years.
<gpan style="line-height: 1.22;">Very importantly, the quantum features of nature lead to qualitatively different and apparently more powerful
models of computation and communication. Quantum computers can efficiently solve problems that were previously believed to be intractable.
Quantum information also enables communication and cryptographic tasks that would otherwise not be possible. </span><span style="line-height:
1.22;">| will introduce quantum information processing and summearize the state of the art.</span></div></span>
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How | got inte quantum information®

Started my studies in the mathematics behind mgaéﬁ

cryptography
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How | got inte quantum information®

Started my studies in the mathematics behind moder

cryptography

Pirsa: 11070091 (had heard about quantum cryptography, but largely
lgnored it...)



“Computationally seecure” cryptography
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Most of modern cryptography relies
on the impracticality of solving a
hard mathematical problem.

| learned that most of these
assumptions are probably wrong.
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Informatiorris physical ¢

- .

~Problem: Consider a setup with two rooms. In one room. there are three -
switches. each of which can be either on or off. In the next room. there
are three light bulbs. each one corresponding to one of the switches. in a
one-to-one manner. Your task is to determine which switch corresponds to
which bulb. However., you may only enter the room with the bulbs once.
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In classical computing, information is stored in bits. How exactly is a bit )

stored?
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In classical computing, information is stored in bits. How exactly is a bit )
stored?

We can use any two-state system. For example:
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In classical computing, information is stored in bits. How exactly is a bit

stored?

We can use any two-state system. For example:

e a wire which either has some or no electricity going through it (for

example, in most RAM)

e the direction of magnetization (in a cassette tape or a floppy disk)

e a punch card has a series of spaces where there can be either a hole,

or no hole

e at any location on a cd. there is either a small hole in the plastic, or

not
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Toward the quantum world

) Moore s Law
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The steady mmratunzatlon of . ? -
transistors over the past 60 years 0 2020
The size of transistors is decreasing rapidly,

around 2020 they will be of atomic size
Enter Quantum Effects

Merely observing a quantum

Objects can be in multiple
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The Uncertainty Principle: gives intrinsic eavesdropper
detectability

commons. wikimedia. orpiwikiimage: Zslis. png F'Iq. 4. The trapedones trom Rg. 3 plotted on top of the measwred probalwity demsity detributon. Even
thowgh the trapcone wee mecomdrected by wng only loal knowledge, they reproduce the glabal
propagation behavior of the nterference pattem.

Observing the Average Trajectories of Single Photons in a Two-Slit
Interferometer

Sacha Kocsis, et al

Science 332, 1170 (2011);

DOI: 10.1126/science. 1202218 PR e
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Strong (classical) Church-Turing thesis: a classical computer
can efficiently simulate any realistic computer

en wikipedia orgrwiki/ Image Alan_ Beingkjpedia orgrwikil Image Aloreo_Church jog
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Strong (classical) Church-Turing thesis: a classical computer
can efficiently simulate any realistic computer

Storing and manipulating information according to the laws of
quantum theory, allows us to efficiently perform computations
we do not believe are possible on a classical computer.

en wikipedia orgwiki Image Alen_ Bwmgkjpedia orgrwikil Image: Alorzo_Church jog iremis. ces fr drecamispes Pres Quanoo
Pirsa: 11070091 = = Page 13/144




Why are guantum computers apparently more po&erful‘
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Need to,reassess.computational security®

Classically (best known Quantumly

heuristic algorithms)
Factoring n-digit number 1/3 2/3

eO(n log™ " n) O(?’Z) multiplications
Discretelog in GF(q), g=2" 1/3 2/3

eO(” o O(H) muitiplications

Discretelog in EC(q), g=2" O(n
€ (7} 0(??) additions
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How seon do‘we need to worry?
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How seon do‘we need to-worry?
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Depends on:
» How long do you need encryption to be secure? (x years)
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How seon do‘we need to-worry?
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Depends on:
» How long do you need encryption to be secure? (x years)
« How much time will it take to re-tool the existing infrastructure? (y years)
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Depends on:
» How long do you need encryption to be secure? (x years)

» How much time will it take to re-tool the existing infrastructure? (y years)

» How long will it take for a large-scale quantum computer to be built (or a new
algorithm to be found, etc.)? (z years)
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Depends on:
» How long do you need encryption to be secure? (x years)

» How much time will it take to re-tool the existing infrastructure? (y years)

» How long will it take for a large-scale quantum computer to be built (or a new
algorithm to be found, etc.)? (z years)

THEOREM 1: If x+y > z then worry.
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So how.long will it take to build a large-scale quantum
er?
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So how.long will it take to build a large-scale quantum

r?

A correct answer:
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So how.long will it take to build a large-scale quantum

r?

A correct answer: | don’t know.

irsa: 11070091 Page 23/144




So how.long will it take to build a large-scale quamtum

er?

A correct answer: | don’t know.

A useful answer?
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So how.long will it take to build a large-scale quamtum

A correct answer: | don’t know.

A useful answer?

THEORY PRACTICE
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So how long will it take?

A useful answer:




A useful answer:

» For reasonable architectures and error-models, there exisis a constant threshold,
such that components with errorrates below that threshold give scalable QC
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So how long will it take?

A useful answer:

» For reasonable architectures and error-models, there exisis a constant threshold,
such that components with errorrates below that threshold give scalable QC

 Theorists are developing better and better methods for doing large-scale quantum
computing using imperfect components
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So how long will it take?

A useful answer:
» For reasonable architectures and error-models, there exisis a constant threshold,
such that components with errorrates below that threshold give scalable QC

 Theorists are developing better and better methods for doing large-scale quantum
computing using imperfect components

» Further developing quantum error-correcting codes, application to broader range

of architectures and computing models, better understanding of thresholds and
error models
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So how long will it take?

A useful answer:

» For reasonable architectures and error-models, there exists a constant threshold,
such that components with errorrates below that threshold give scalable QC

 Theorists are developing better and better methods for doing large-scale quantum
computing using imperfect components

» Further developing quantum error-correcting codes, application to broader range
of architectures and computing models, better understanding of thresholds and
error models

« We are better understanding realistic error models
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A useful answer:

» For reasonable architectures and error-models, there exisis a constant threshold,
such that components with errorrates below that threshold give scalable QC

 Theorists are developing better and better methods for doing large-scale quantum
computing using imperfect components

» Further developing quantum error-correcting codes, application to broader range
of architectures and computing models, better understanding of thresholds and
error models

« We are better understanding realistic error models

» EXperimentalists are gaining better control over quantum systems in a broad
range of physical systems
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A useful answer:

» For reasonable architectures and error-models, there exists a constant threshold,
such that components with errorrates below that threshold give scalable QC

 Theorists are developing better and better methods for doing large-scale quantum
computing using imperfect components

» Further developing quantum error-correcting codes, application to broader range
of architectures and computing models, better understanding of thresholds and
error models

» We are better understanding realistic error models

» EXperimentalists are gaining better control over quantum systems in a broad
range of physical systems

(recent breakthroughs include topological codes. inspired Fege s
hv tonaloaical OC — see | ey Zhana's talkc)




Vol. 453, No. 7198 (19 June '2008) issue of Nature

Improvements in techniques to
manipulate lightand matter are
facilitating exciting applications of
quantum mechanics.

Scientists from diverse areas of research are
now seeking to harness and exploit quantum
coherence and entanglement for quantum
simulations and quantum information
processing.
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Table 1| Current performance of various qubits

Quantum computers

T. D. Ladd'+, F. Jelezko”, R. Laflamme ", Y. Nakamura"’, C. Monroe"” & J. L. O'Brien'"’

Type of qubit T Benchmarking (%)  References

Omne gubit Two gubits

Infrared photon 01lms 0016 1 20
Trapped ion 155 (.48" 0.7 104-106
Trapped neutral atom 3 5 107
Ligusd molecule nuclear spins 0.01 0.47 108
e spin in GaAs guantum dot Ipus 5 43.57
e~ spins bound to P75 .65 8 49
“"5i nuciear spins in S 25 5 50
NV centre in damond 2ms . = 60, 61, 65

- = RS i
Superconducting circuit dus ) 10+ 3, 79.8L10
Maasured T times ars shown, sxcept for photons where T & replaced by twics the hold-time
comparable to T)) of 3 telecommunication-wiveleng n infibre. Benchmariing values
show ap peooeem ate arror et for single or mult quikt gates Vakes marked with xtensis are

founc ry Eantum proCess or siate 1om OETapny and Erre the departure of the £ :'E-! rom
Pirsa: 1107805k Vakss markad with daggers arefound with randomized bench marking®®. Other valuss
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IMBQUEEN Y DI SIWCCESs 5 NEF30eT &TOr ETes Shown 2re CoNogEXnnE on 2 DerElosd SUCCess
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Over the past several decades, quantum information science has emerged to seek answers to the question: can we gain some
advantage by storing, transmitting and processing information encoded in systems that exhibit unique quantum properties?
Today it is understood that the answer is yes, and many research groups around the world are working towards the highly
ambitious technological goal of building a quantum computer, which would dramatically improve computational power for
particular tasks. A number of physical systems, spanning much of modern physics, are being developed for guantum
computation. However, it remains unclear which technology, if any, will ultimately prove successful. Here we describe the
latest developments for each of the leading approaches and explain the major challenges for the future.

Figure 2| Photonic guantum computer. A muneschip contanmg several
silica based wavegunle nterferometens with thermo-opt control bed phase
hifis e photonie quantum gates™. Green mes show opical wavegusies
vellow components are metalle contacts. Pencil g shown for wale
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operating as sensitive thermometers can resolve the photon number,
have 93% efficiency and low noise, but operate at ~ 100 mK and are
hundreds of MHz) nanostructured NbN
superconducting nanowire detectors have achieved high ethcency

relatively slow. Faster

and photon number resolution™*.

One approach to a high-efwiency single-photon source is to multi-
plex the nonlinear optical sources currently used o emit pairs of
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optcal lamices for quanum computing are the conolled mnitializa-
tion, interaction and measurement of the atomic qubits. However,
there has been much progress on all of these fronts in recent vears.
Optical lattices are typically loaded with 10°-10° identical atoms,
usually with non-uniform packing ot lattice sites for thermal atoms.
However, when a Bose condensate is loaded in an optcal lattice, the
competition between intrasite tunnelling and the on-site interaction
between multiple atomns can result in a Mot-insulator transition
where approximately the same number of atoms (for example,
one) reside in every lattice site””. The interaction between atomic

gqubits in optical lattces can be realized in several ways. A4
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and 0 resove mie proton qomper . SUperconauetng qerectors
operating as sensitive thermometers can resolve the photon number,
have 95% efficiency and low noise, but operate at — 100 mK and are
relatively slow. Faster (hundreds of MHz) nanostructured NbN
superconducting nanowire detectors have achieved high ethdency
and photon number resolution™!

One approach to a high-effwiency single-photon source is to multi-

plex the nonlinear optical sources currently used to emit pairs of

photons spon@aneously *. An alternative is a single quanum svstem
m an optcal cavity that emits a single photon on transition from an
excited toa ground state. Robust alinment of the cavity can be achieved
with sobid-state “artificial aroms’, such as quanmum dogs'*"™~ = and
potennally with impunties m diamond ', which we discuss below, As
these cavity quantum electrodynamics systems improve, they could
provide deterministic photon—photon nonlinearities™.

Regardless of the approach used for photon sources, detectors and
nonlinearities, photon loss remains a significant challenge, and

optical spin-dependent forces that do not require individual optical
addressing of the ions, nor the preparation of the 1onic motion into a

Figure 2 | Photonic quantum computer. A microchip containing several
silica-based waveguide interferometers with thermwo-optic controlled phase
5h.tﬁshETr photonic quantum gates™. Green lines show optical waveguides;
vellow!components are metallic contacts. Pencil tip shown for scale.
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optcal lamices for quanum computing are the conmolled nitializa-
tion, interaction and measurement of the atomic qubits. However,
there has been much progress on all of these tronts in recent yvears.
Optical lattices are tvpically loaded with 10°-10° identical atoms,
usually with non-unitorm packing of lattice sites for thermal atoms.
However, when a Bose condensate is loaded in an optcal lattice, the
competition between intrasite tunnelling and the on-site interaction
between multiple atoms can result in a Mon-insulator transition
where approximately the same number of atoms (for example,
one) reside in every lattice site’”. The interaction between atomic

gubits in optical lattces can be realized in several ways. E i
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photons spontaneously ”. An alternative Is a single quanmum svstem -
|! m an optical cavity that emits a single photon on transition from an —
excited toa ground state. Robust alisnment of the cavity can be achieved Fi s et
w with solid-state “artificial atoms’, such as quanmum dots'*"-= and
- potentally with impurities m diamond™—, which we discuss below. As

these cavity quantum electrodynamics systems improve, they could
provide deterministic photon—photon nonlinearites™.
Regardless of the approach used for photon sources, detectors and

Figure 2 | Photonic quartum computer. A microchip containing several
silica-based waveguide interferometers with thermo-optic controlled phase
shifts for photonic quantum gates™. Green lines show optical waveguides;

nonlinearities, photon loss remains a sigmificant challenge, and  vellow components are metallic contacts. Pencil tp shown for scale.
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optcal lamices for quanum computing are the controlled mitializa-
tion, interaction and measurement of the atomic qubits. However,
there has been much progress on all of these fronts in recent vears.

Optical lattices are typically loaded with 10°-10° identical atoms,

usually with non-uniform packing of lamice sites for thermal atoms.
However, when a Bose condensate is loaded in an opocal lattice, the
competition between intrasite tunnelling and the on-site interaction
between multiple atoms can result in a Mon-insulator transition
where approximately the same number of atoms (for example,
one) reside in every lattice site’”. The interaction between atomic
qubits in optical lattices can be realized in several ways. Adjacent
amms can be brought together depending on their internal qubit
levels with appropriate laser forces, and through contact interacions,
entanglement can be formed between the atoms. This approach has
been exploited for the realizaton of entangling quantum gate opera-

Figure 3 | Trapped atom qubits. a, Multi-level linear ion trap chip: theinser  ions between atoms and their neighbours™. Another approach

displays a linear crvstal of several ' "'Yh ™ ions fluorescing when resonant
laser light is applied (the ion-ion spacingis 4umin the figure). Other lasers  states, they possess very large dectric dipole moments. The Bydbsgp4g
can provide qubit-state-dependent forces that canentangle theionsthrough  “dipole blockade’ mechanism prevents more than one atom from

hai Conlombintetian b Sanbonp fom s o s 200 T

exploits the observation that when atoms are promoted to Evdberg
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The scaling of trapped-ion Coulomb gates becomes difficult when
large numbers of ions participate in the collective motion for several
reasons: laser-cooling becomes inefficient, the ions become more
susceptible o noisy electric fields and decoherence of the motional
modes™, and the densely packed motional spectrum can potendally
degrade quantum gates through mode crosstalk and nonlinearities™.
In one promising approach to cdrcumvent these difficulties, indi-
vidual 1o0ns are shuttled between vanous zones of a complex wap
structure through the application of controlled electrical forces from
the trap electrodes. In this way, entangling gates need only operate
with a small number of ions ™.

Another method for scaling ion trap gqubits is to couple small
collections of Coulomb-coupled ions through photonic interactions,
offering the advantage of having a communication channel that can
easily traverse large distances. Recently, atomic ions have been

entangled over macroscopic distances in this way''. This type of

protocol is similar to probabilistic inear optics quantum computing
schemes discussed above", but the addition of stable qubit memories
in the network allows the system to be efficiendy scaled to long-
distance communication through quantum repeater circuits™.
Moreover, such a system can be scaled to large numbers of qubits
for distributed probabilisic quantum computing .

Neutral atoms provide qubits similar 1o rapped 1ons. An array of
cold neurral atoms may be confined in free space by a pattem of crossed
laser beams, forming an optical lamice™. The lasers are typically applied
far from atomic resonance, and the resulong Stark shifts in the atoms
provide an effecove extermal mapping potential for the atoms.
Appropriate geometries of standing-wave laser beams can resultin a
regular pattern of potential wells in one, two or three dimensions, with
the lattice-site spacing scaled by the optical wavelength (Fig 3¢, dl.
Perhaps the most intriguing aspect of optical lattices s that the dimen-
sionality, form, depth and position of optical lattices can be precisely
controlled through the geometry, polanzation and intensity of the
externial laser beams defining thelantice. The central challenges inusing

s F— | | |
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scopes; rapid molecular modon actually belps nucled maintain their
spinorentation for T- dmes of many seconds, comparable to coherence
times for trapped atoms. In 1996, methods were proposed™ for buidd-
ing small quanmim computers using these nuclear spins in conjunction
with 30 vears’ worth of existing magnetic resonance technology.
Immersed in a strong magnetic field, nuclear spins can be iden-
tified through their Larmor frequency. Ina molecule, nuclear Larmor
frequencies vary from atom to atom owing to shielding effects from
electrons in molecular bonds. Irradiating the nuelei with resonant
radio-frequency pulses allows manipulation of nuclei of a distinet
frequency, giving generic one-qubit gates. Two-qubit interactions
arise from the indirect coupling mediated through molecular elec-
trons. Measurement is achieved by observing the induced currentin a
coil surrounding the sample of an ensemble of such qubats.
Liquid-state nuclear magnetic resonance has allowed the manipu-
ladon Li{ quanmum processors with up to a dozen gqubits™, and the
implementation of alzorithms™ and QEC protocols. This work was
enabled in large part by the development of guanmm-information-
inspired advances in radio-frequency pulse technigues building on
the many vears of engineenng in magnetic resonance imaging and
related technologies; these techniques continue to improve™.
[nitialization is an important challenge for nuclear magnetic reso-
nance quantum computers. The first proposals emploved pseudo-
pure-state techniques, which isolate the signal of an initialized pure
state against a high-entropy background However, the technigues
first suggested were not scalable. Algorithmic cooling technigques’
may help this problem in conjunction with additional nuclear polari-
zation. It was also notdced that for small numbers of gqubits, pseudo-
pure-state-based computation may be shown o lack entanglement*'.
[nvestigations of the consequences of this issue spurred insight into
the origin of the power of quantum computers and led to new models
of quantum computation and algorithms™,
One way to address the scalability limitation of pseudo-pure states
is to move to solid-state nuclear magnetic resonance, for which a
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the lattice-site spacing scaled by the optical wavelength {Fig 3¢, db
Perhaps the most intricuing aspect of optical latticesis that the dimen-
sionality, form, depth and position of optical lattices can be precisely
controlled through the geometry, polarization and intensity of the
external laser beams defining thelattice. The central challenges in using

48
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Investgations of the consequences of this issue spurred insight into
the origin of the power of quan um computers and led to new models
of quantum computation and algorthms™.

One way to address the scalability limitation of pseudo-pure states
is to move to solid-state nuclear magnetic resonance, for which a
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variery of dynamic nuclear polarzadon techniques exist. The lack of

molecular motion allows the use of nuclear dipole—dipole couplings,
which may speed up gates considerably. A recent example of a step
towards solid-state nuclear magnetic resonance quantum computa-
tion can be tound in the implementation of many rounds of heat-
bath alrorithmic cooling”. Another method of possibly extending
solid-state nuclear magnetic resonance systems is to include electrons
to assist in nuclear control®™. These techniques have possible applica-
tion to the solid-state dopants discussed in the next section.

To date, no bulk nuclear magnetic resonance technigue has shown
sufficient imnalization or measurement capabilities for effective cor-
rectability, but nuclear magnetic resonance has led the way in many-
gubit quanmum control. The many-second T- times are comparable
to gate times in liguids and much longer than the sub-millisecond
mite tmes in solids, but are still short in comparison o odmescales for
iniialization and measurement The many lessons learmed 1n nuclear
Magnetic resonance quantum computation research are most likely
w be relevant for advancing the development of other quantum
technologes.

Quantum dots and dopants in solids

A complication of quantum computng with single atoms 1n vacuuwm
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A critical issue in the work described above, which was performed
on dots made with group M-V semiconductors, is the inevitable
|.11':::'.r:11-.::: of nuclear spins in the semiconductor substrate. Nudear
spins “both create an inhomogeneous magnetic feld, resulting in
I-* = 10} s, and cause decoherence via dynamic spin-diffusion from
the nuclear dipole—dipole interactions. This latter process limits elec-
ron spin dechererce tmes (T2} W a microseconds®.
Suppressing this decherence requires either extraordinary levels of
nuclear polarization, or the dynamic decoupling of nuclear s pin noise
bv rapid sequences of spin rotations™.

One way o eliminate nuclear spins altogether is to use nuclear-
spin-free group-IV semiconductors (that is, silicon and germanium ).
Many of the accomplishments demonstrated in GaAs have recently
been duplicated in metal-oxide-semiconductor silicon-based® and
5iCe-based quanmum dots, incuding single electron charge sensing
and the control of mnnel coupling in double dots™.

few

In related silicon -based proposals®#, the quantum dot is replaced
by a single impurity, in particular a single phosphorus atom, which
binds a donor electron at low temperature. Quantum information
may then be stored in either the donor electron, or in the state of the
single *'P nuclear spin, accessed via the electron-nuclear hyperfine
coupling. Phosphorus-bound electron spins in isotopicallpigenfied
i show encouragingly long T times exceeding 0.6 s, as demon-

T I ——-. T T,
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qubit quanmum control. The many-second T- times are comparable
to gate times in liguids and much longer than the sub-millisecond
mite omes in solids, but are still short in comparison o Gmescales for
inidalization and measurement The many lessons learned in nuclear
magnetic resonance quantum computation research are most likely
w be relevant for advancing the development of other quantum
technologes.

Quantum dots and dopants in solids

A complication of quanmum computing with single atoms in vacuum
is the need to cool and trap them. Large arravs of qubits mav be easier
w assemble and cool if the "atoms’ are integrated into a solid-state
host, motvatung the use of quantum dots and single dopants in
solids. These ‘artificial atoms’ occur when a small semiconductor
nanostructure, impurity or impurity complex binds one or more
electrons or holes (empty valence-band states) into a localized poten-
tial with discrete energy levels, which is analagous to an electron
bound to an atomic nucleus.

Quantum dots come in many varieties. Some are electrostancally
defined quantum dots, where the confinement is created by con-
trolled voltages on lithographically defined metallic gates. Others
are self-assembled quantum dots, where a mandom semiconductor
orowth process creates the potental tor confining electrons or holes.
A key difference between these two typesof quantum dots is the depth
of the atom-like potental they create; as a result electrostarically
defined quanmum dots operate at very low temperatures (<1 K) and
are primarily controlled electrically, whereas self-assembled quantum
dots operate at higher temperatures ( —4 K} and are primanly con-
trolled optcally.

One of the eariest proposals for guantum computation in semi-
conductors, that of Loss and DiVincenzo, envisioned arrays of elec-
rostadcally defined dots, each containing asingle electron whose two
spin states provide a qubit Quanmm logic would be accomplished by
changing voltages on the electrostatic gates to move electrons closer
and further from each other, activating and deactivating the
exchanoe interaction™

WIANT OF HE dCCOMpIISHITIeIts c o0 SIrated 11 Ldiis Nave Iecenty
been duplicated in metal-oxade-semiconductor silicon-based® and
SiCie-based quanmum dots, incduding single electron charge sensing
and the control of unnel coupling in double dos™.

In related silicon -based proposals™*, the quanturm dot is replaced
by 4 single impurity, in particular a single phosphorus atom, which
binds a donor electron at low temperature. Quanmm information
may then be stored in either the donor electron, or in the state of the
single *'P nuclear spin, accessed via the electron-nuclear hvperfine
coupling. Phosphorus-bound electron spins in isotopically purified
51 show encouragingly long T: times exceeding 0.6 5, as demon-
strated by electron-spin resonance™. The potential for nudlear spin
decoherence times of minutes or longer has further been seen in
nuclear magnetic resonance dvnamic decoupling experiments™ with
i in ~Si. Isotopically purified silicon also shows optical transitions
r::].ﬂr:i to the *'P donor that are extremely sharp in comparison to
otherdoprical solid-state svstems, revealing inhomogeneous broad-
ening comparable to the 60-MHz hypertine coupling. These transi-
tons enable rapid (less than 1s) electron and nuclear spin
polarization by optical pumping™ . Recently, silicon-based transistors
have aided the detection of the ion-implantation of single dopants®-,
a techmque which adds to scanning tunnelling microscopy tech-
niques - for placing phosphorus impurities in prescribed atomic
locations.

However, a challenge in using electrostatically defined quantum
dots or silicon-based impurites for quanum computaton is that the
exchange interaction is extremely short-range, imposing a substantal
constraint when considering the requirements of fault-tolerant QEC.
As with trapped ions and atoms, photonic connections between
quantum dots may help to resolve this issue Self-assembled quantum
dots are particularly useful for these connections because their large
size in comparison to singleatoms increases their coupling o photons.

The development ot selt-assembled dots is hindered by their random
nature; they form n random locations and, unlike atoms, their optical
characteristics vary from dot to dot. Emerging tabrication Iﬁéhélﬁﬂﬂ
for determministic placement of dots™ and dot muning I:_'-.;}11113u:_"_~."""
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single electron charge; to measure a spin, the ability of a single elec-
tron to mnnel into or out of a quantum dot is altered according to its
spin state*. The control of individual spins has also been demon-
strated wvia direct generation of microwave magnetic and electric
fields. These techniques have allowed measurement of T-* and T-
umes by spin-echo technigues. Qubits may also be defined by clusters
of exchange-coupled spins, with effective single-qubit logic con-
trolled by the pairwise exchange interaction. Voltage conmrol of a
muli-elecron qubit via the exchange interaction has the parocular
advantage of being faster than direct microwave transidons. The T,
decoherence of a qubit defined by an exchange-coupled elecron pair
was measured this way®.
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Quantum computers.

Optically active solid-state dopants also allow photonic connec-
tons, but with greater optcal homogeneity. The negatively charged
nitrogen-vacancy centre in diamond {FHeg. 4¢) is one such dopant It
consists of a substitutional nitrogen at a lamice site neighbouring a
missing carbon atom. The negatively charped state of the nitrogen-
vacaney centre forms a triplet spin svstem. Under optical illurmina-
ton, spin-selective relaxatons facilitate efficient optical pumping of
the svstem into a single spin state, allowing fast ( 250 ns) initializaton
of the spin qubit™. The spin state of a nitrogen-vacancy centre may
then be coherently manipulated with resonant microwave fields™,

22010 Macmillan Publishers Limited. All rights reserved

and then detected in a few milliseconds via spin-dependent
49
NATURE Vol 46414 March 2010
c
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Carbon-12
Nitrogen-
vacancy

colour cemtre ™

Page 43/144

dot. Scale bar, —5 nm. ¢, The atomic structure of a nitrogen -vacancy centre
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strated via direct generation of microwave magnetic and electric
fields. These techniques have alowed measurement of T-* and T-
times by spin-echo techniques. Qubits may also be defined by clusters
of exchangecoupled spins, with effective single-qubit logic con-

=

trolled by the pairwise exchange interaction. Voltage control of a
multi-electron qubit via the exchange interaction has the particular
advantage of being faster than direct microwave transidons. The T.
decoherence of a qubit defined by an exchange-coupled electron pair
was measured this wav™.
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Figure 4 | Quantum dot and solid-state dopant qubits. a. An
electrostatically confined quantum dot; the structure shown is several pm

070091  2€TOSS: 2DEG, two-dimensional electron gas. b, A self-assembled quanmm
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nitrogen-vacancy centre in diamond ( Fe. 4¢) is one such dopant It
consists of a substinutional nitrogen at a lamice site neighbouring a
missing carbon atom. The negatively chareed state of the nirogen-
vacancy centre forms a miplet spin svstem. Under optical illumina-
ton, spin-selective relaxatons facilitate efficient optical pumping of
the system into a single spin state, allowing fast (250 ns) initialization
of the spin qubit”™. The spin state of a nitrogen-vacancy centre may
then be coherently manipulated with resonant microwave fields™,

22010 Macmillan Publishers Limited. All rights reserved

and then detected in a few milliseconds via spin-dependent
49
NATURE Vol 46414 March 2010
c

Nirogen-
Vacancy :
colour cenire ™

dot. 5cale bar, —5 nm. ¢, The atomic siruciure of a nitrogen -vacancy cemire
in the diamond lattice, with lattice constant 3.6 A. Figure copied from figure 1
of ref. 111 with permission.
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the wide-gp, group II-V1 se miconductor ZnSe, the fluorine impurity
has a similar binding energy and spin structure to that of phosphorus
insiliconand a comparable potengal for isowpic depletion of nuclear
spins from the subsmate. Unlike silicon- or diamond-based impur-
ites, it has an oscillator strength comparable to that of a quantum
dot

Althpugh it is routine to make laree waters of spins rapped in dots

and impunties, scaling a svstem of coupled spins remains a challenge.
The microsecond T: omes seen in GaAs are long in comparison o
their 1-100-ps gubit control dmes and 1-10-ns measurement and

50

s A < ®® 105% - = [ i Fnd 2

. T ; - in T
ence between the different qubit types is the mto E/E,
E-= ¢ 2C is the single electron charging energy characterizing the
charging effect, that is, the kinetic term. This ratio alters the nature of
the wavefunctions and their sensitivity to charge and flux fluctuations.
The first tvpe of superconductng qubit, the charge qubit, omuts
the inductance. There is no closed superconducting loop, and the
potentdal is simply a cosine with a minimum at zero phase. It is
sometmes called a Cooper-pair box, because it relies ultimarely on
the guantzaoon of charee into individual Cooper pairs, which
becomes a dominant etfect when a sufficienty small “box’ electrode

22010 Macmillan Publishers Limited. All rights reserved
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Fizure 5 | Superconducting qubits. a, Minimal dronit model of

superconducting qubits. The Josephson jundion is denoted by the blue X",

junctions consist of AL O tunnel barriers between two lavers of Al. e, Charge
qubit, or a Cooper pair box. f, Transmon, a derivative of charge gubit with

=
M 070091 b-d, Potential energy L) (red) and qubit energy levels (bladk) for charge  large E/E- (courtesy of R. |. Schoelkopf). The Josephson juncridirge fRE44
b}, flux {c), and phase gubits (d}, respecivelv. e-h, Micographs of middle is not visible at this scale. g, Flux qubit (courtesy of ]. E. Mooij ).
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insiliconand a comparable potential for isotopic depletion of nuclear
spins from the substrate. Unlike sflicon- or damond-based impur-
ites, it has an oscillator strength comparable to that of a quantum
dot

Although it is routine to make large waters of spins rapped in dots
and impurnties, scaling a system of coupled spins remains a challenge.
The microsecond T: omes seen in GaAs are long in comparison o

E- = ¢ /2C is the single electron charging energy characterizing the
charoing effect, that is, the kinetic term. This ratio alters the nature of
the wavefunctions and theirsensitivity to charge and flux fluctuations.

The first type of superconducting qubit, the charge qubit, omits
the inductance. There is no cdosed superconducting loop, and the
potentdal is simply a cosine with a minimum at zero phase. It is
sometimes called a Cooper-pair box, because it relies ultimarely on
the guantzaoon of charge into individual Cooper pairs, which

their 1-100-ps gubit control dmes and 1-10-ns measurement and  becomes a dominant effect when a sufficiendy small “hox’ electrode

50
22010 Macmillan Publishers Limited. All rights reserved
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jun ctions consist of AL O, tunnel barriers between two lavers of Al. e, Charge
qubit, or a Cooper pair box f, Transmon, a derivative of charge qubit with
large Ej/E- {courtesy of R. |. Schoelkopf). The Josephson juncion in the
middle is not visible at this scale. g, Flux qubit { courtesy of ]. EPR6ad/144
h. Phase qubit {courtesy of |. M. Martinis).

Fizure 5 | Superconducting qubits. a, Minimal drouit model of

superconducting qubits. The Josephson juncion is denoted by the blue X",
= b-d. Potential energy L4} {red) and qubit energy levels (bladk) for charge
b}, flux {c}, and phase qubits (d}, respecively. e-h, Micrographs of
superconducting qubits The circuits are made of Al films. The Josephson
—_— = = = =100 | ]
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particular tasks. A number of physical systems, spanning much of modern physics, are being developed for quantum
computation. However, it remains unclear which technology, if any, will ultimately prove successful. Here we describe the
latest developments for each of the leading approaches and explain the major challenges for the future.

Table 1 | Current performance of vanous qubits
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Quantum computers

T. D. Ladd'+, F. Jelezko”, R. Laflamme ", Y. Nakamura"’, C. Monroe’” & J. L. O'Brien'"’

Over the past several decades, quantum information science has emerged to seek answers to the question: can we gain some
advantage by storing, transmitting and processing information encoded in systems that exhibit unique quantum properties?
Today it is understood that the answer is yes, and many research groups around the world are working towards the highly
ambitious technological goal of building a quantum computer, which would dramatically improve computational power for
particular tasks. A number of physical systems, spanning much of modern physics, are being developed for guantum
computation. However, it remains unclear which technology, if any, will ultimately prove successful. Here we describe the
latest developments for each of the leading approaches and explain the major challenges for the future.

Table 1| Current performance of various qubits

Type of qubit T Benchmarking (%)  References
Ome gubit Two gubits
Infrared photon 11lms 0.016 1 20
Trapped ion 15s (.48" 0.7 104-106
Trapped neutral atom 3s 5 107
Ligud molecule nuclear spins 0017 0477 108
& spin in GaAs quantum de 3 5 43 57
&~ <pins bound to P 0 5 19
“Si nuclear spins in S 2 5 50
NV centre in damond 21 2 5 60, 61, 65
Superconducting creuit 4us 0.7t 10+ 73, 79,881,109
Maasured T tirnes ars shown, sxcept for photons where T i replaced by twice the hold-time

comparable to T of 3 elecommunication w ESENET N pNOIoN o TioNe ﬁ"-:":""..i'l.’.\; Wl

show approxEm.ate amr rates for s ngke or mulh qubd Fgates Vales marked with stensks are

tound by Quantum process or Siabe Iomography, and gree The deparmure of The fidelity fro
Pirsa: 1107 809°%. Vakss marked with daggers arefound with randomi med benchmankng ™ Other values

e rough xpenmental gate error estimates. In the case of SRON S Twel Ol DT ZaT#S fa

frequentiy but success 5 heraided emmor rates shown are condifional on 2 heslded success
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Figure 2| Pholonic guantum computer. A mxmdchip contanmg scveral
silic s based wavegusle mterferometen with thermo-optc control bed phase
ihifts e photone quantum gates™. Green nes show opical wavegusies
vellow components are metals contacts. Pencil tp shown for wale
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Science News
12-qubits Reached In Quantum Information Quest

harness quantum effects as they relate to information

Their research was performed on the largest quantum
information processor to date. rares ~J]_||

- I #

i
[

.f}

ScienceDaily (May 8, 2006) — In the drive to understand and

processing, scientists in Waterloo and Massachusetts have
benchmarked quantum control methods on a 12-Qubit system.




Recent progress in spin-based QIP:

(see Wang, Rochette, Bureau-Oxton ta!ks)
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Recent progress in spin-based QIP:

/ (see Wang, Rochette, Bureau-Oxton talks)
nagure
- LETTERS
physics

Dephasing time of GaAs electron-spin qubits
coupled to a nuclear bath exceeding 200 us

Hendrik Bluhm'’, Sandra Foletti'®, 1zhar Neder', Mark Rudner', Diana Mahalu?, Vladimir Umansky?

and Amir Yacoby'*

for the dynamics of electron and nuclear spins. Using a
multiple-pulse Carr-Purcell-Meiboom-Gill echo sequence, the
decoherence time can be extended to more than 200 us,
an improvement by two orders of magnitude compared with

previous measurements'>5,
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Recent progress in spin-based QIP

LETTER

Single-shot readout of an electron spin in silicon

\ndrea Morello', Jarrvd J. Pla', Floris A. Zwanenburg!, Kok W. Chan', Kuan Y. Tan', Hans Huebl'+, Mikko Métténen®*
Christopher D. .‘h:_L;.:rn_hr-! ¥, Changyi Yang-, Jessica A. van Donkelaar”, Andrew D. C. Alves”, David N. Jamieson-,
Christopher C. Escott’, Llovd C. L. Hollenberg”, Robert G. Clark't & Andrew S. Dzurak’

doi:10.1038 /nature9392

nuclear spins from the bulk crystal®. However, the control of single
electrons in silicon has proved challenging, and so far the obser-
vation and manipulation ota single spin has been impossible. Here
we report the demonstration ot single-shot, time-resolved readout
of an electron spin in silicon. This has been pertormed in a device

Pirsa: 11070091




The phenomenon of entanglement is a
key concept in quantum information
science. Atomic systems are promising
candidates for quantum ‘'memories’.
These in turn can be coupled and
entangled by the exchange of photons,
providing the basis of a quantum
information processor. The signature of
entanglement between remotely located
atomic ensembles was recently
demonstrated. Now Moehring ef al. have
achieved entanglement between two
single-ion quantum memories separated
by a metre. The use of single ions, rather
than atomic ensembles, has certain
advantages for subsequent quantum
operations.

Letter: Entanglement of
single-atom quantum bits

at a distance

= LoRdsehring, P. Maunz, S. Olmschenk,
K. C. Younge, D. N. Matsukevich, L.-M.

Nature
Editor's Summary

6 September 2007

Metre made

e ——] S
== =
== |- c—

e _—————} —_——
1 meter ¥y
Yb;. g5 . 4 3 1 'Yt
atom {e~ - Pag:54/¥9" atol

detector detector

beam-
splitter

optical fibers




Recent progress in ion tra

Experimental Repetitive Quantum Error Correction

Philipp Schindler, et al.
Science 332, 1039 (2011);
DOI: 10.1126/science. 1203329

| AVAAAS

Experimental Repetitive Quantum

Error Correction o LI B U EEE Wyt
= = @ | = =
Philipp Schindler, Julio T. Bamreiro,’ Thomas Monz.® Volckmar Nebendahl® Daniel l'du;.--g;|.L = ' § { E 5 = El E § 1= § { E E
Michael (hwalla, ' Markus Hennrich,'* Rainer Blatt™® 3 al B (&) (2 (S B (4] 2 |5 B |4
The computational potential of a guantum processor can only be unleashed # emors T e SR T AT P Vi e el TP L oo [ E
during 3 quantum computation can be controlled and corrected for. Quantum ermor B D P,
correction works it imperfections of guantum gate operations and measurements are ¥ — e ™ L Linl P |y y
below a certain threshold and corrections can be apphed repeatedly. We implement multiple 1 e —— — 0,
quantum error comection Cycles for phase-fip errors on gubits encoded with trapped ons ———@&+— HH D E H D1 H |2 f
Errors are corrected by a quantum-teedback algorithm using high -fidelity gate operations | — _"" — u T
and a reset technique for the auxiliary qubits. Up to three consecutive correction cycles are T Tty S iR =)
realized, and the behavior of the algorithm for different nobse ervironments & analyzed. acad
c Decoos - e
L eml H HoF\ -
= = - -
= |< |
-2 2| =] |5

L | lpage55/144

Pirsa: 11070091




Recent progress in ion trap QIP

PRL 106. 130506 (2011) PHYSICAL REVIEW LETTERS e

1)

| 4-Qubit Entanglement: Creation and (' oherence

Momas Monz.' Philipp Schindler.' Julio T. Barreiro.' Michael Chwalla' Daniel Nigg.' William A. Coish.™
Maximilian Harlander." Wolfeang Hinsel.™ Markus Hennnch.'"" and Rainer Blant'~

Institut fur Experimentalphvsik. Universitat Innsbruck, Technikerstr. 25 A-6020 Innsbruck. Austnia

1,'.-.'~.':.-’_'4 re for Quanrum Compurnng and Deparmment of Phvsics and Astronomy, Universiry of Warerfioo
Waterloo, ON. N2L 3G 1. Canada
:H--In.:r'.'r.-rr it of Phvsics, McGill Universirv,. Monrreal. Quebec. Canada HiA 2TX
“Insnina fur Quantenopnk wund (Quantemnformation. Osterreichische Akademie der Wissenschaften
Orto-Hittmair-Platz |, A-6020 Innsbruck. Austna

Received 30 September X}k published 31 March X)11)

We report the creation ot Greenberger-Home-Zalinger states with up to 14 qubits. By investigating the
cherence of up to 8 wns over tme. we obsenve a decay propartional to the square ot the number ot qubits,
IThe observed decay agrees wath a theoretical model which assumes a svstem attected by cormrelated.
Gaussian phase nose. This model holds tor the majonty of current expenmental swstems developed

towards guantum computaton and quantum metrology

DM WL 1O PhysRevien, 106G | 30506 PACS numbers: 0367 Mn, 046304, 328000k, 37.10Ty
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Recent progress in entangling statlonary and optlcil

qubits

naturc Vol 466 5 Augest 2010 doi:10.1038 /nature 09256

Quantum entanglement between an optical photon
and a solid-state spin qubit

E Togan'®, Y. Chu'*, A.S. Trifonov', L. Jiang"~, J. Maze', L. Childress'*, M. V. G. Dutt-", A. S. Serensen®,
P.R.Hemmer, A.S. Zibrov' & M. D. Lukin’

Illpl UL-EIL_C Ul CIRIUUI OUYT 1IN aluuvIDdy iCiwoa 4 wWiilu=slaw
qubit and the quantum light ficld can be achieved. The reported
cntanglement source can be used in studies of fundamental
quantum phenomena and provides a key building blod: for the
solid-state realization nt quantum optical networks'*

A e e A T e

Pirsa: 11070091 Page 57/144




Recent progress in entangling statlonary and optical

qubits

naturc Vol 466 5 Augest 2010 doi:10.1038 /nature 09256

Quantum entanglement between an optical photon
and a solid-state spin qubit

E Togan'*, Y. Chu'*, A.S. Trifonov', L. Jiang"~, J. Maze', L. Childress'*, M. V. G. Dutt" ", A. S. Serensen”,
P.R.Hemmer , A.S. Zibrov' & M. D. Lukin'

Illgjl U'L-EIL'L' Ul CIRIU YOI OYCTD 1IN aluUuuvIDy INIWEOO!D a4 iiiu=siaw
qubit and the quantum light ficld can be achieved. The reported
cntanglement source can be used in studies of fundamental
quantum phenomena and provides a key building blod: for the
solid-state realization nt quantum optical networks'’
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Volume 449 Number 7161

In this issue (27 September 2007)
Coupling superconducting qubits via a
cavity bus

J. Majer et al., Yale University, ETH
Zurich, Université de Sherbrooke
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Recent progress in su erconduc_ QI___P .

e

R S

nature Vol 4609 July 2009 doi:10.1038/nature08121 S

Demonstration of two-qubit algorithms with a
superconducting quantum processor

L. DiCarlo', J. M. Chow', J. M. Gambetta", Lev S. Bishop', B. R. Johnson', D. . Schuster’, J. Majer”, A. Blais®,
L. Frunzio', S. M. Girvin' & R. J. Schoelkopf’

LEFIER

Preparation and measurement of three-qubit
entanglement in a superconducting circuit

doel0.1038/ nature09416

L. DiCarlo’, M. D. Reed’, L. Sun’, B. R. Johnson’, J. M. Chow", J. M. Gambemna-, L. Frunzio®, S. M. Girvin’, M. H. Devorer

1 Schoelkont
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Recent progress in superconducting QIP i

- -

LETIER

Generation of three-qubit entangled states using
superconducting phase qubits

Matthew Neelev', Radoslaw C. Bialczak'. M. Lenander, E. Lucero’, Maneo Marmntonr, A. D. O"Connell”. D. 5ank’. H. Wang ',
M. Weides™, ). Wenner™, Y. Yin', T. Yamamoto~, A. N. Cleland” & John M. Martinis

doi: 10,1038/ nature09418

dea:10. 1038/ nat ure 10012 i

[ETTER —

Quantum annealing with manufactured spins K J
Y. Gildert”, Lanting . Hamze®, N Dickson®, B, Harris', AL ). Berklev Johansson-, P. Bunvk® hﬁl
! & h Il_..:ii-:.,::,ih:- __':.. . H'. '“_1--; . Oh', L Permunov, C. Rich’, M. C. Thom ﬁ - - =

www nature com/doifinder/10 1038/nature 108:12 61/144
Johnson et al
NATUREIVOLAT3[12MAY 2011

MW hnson. M. H. 5. Amin®
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Any progress in developing new quantum algorithr‘s?
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Any progress in developing new quantum algorithr‘s’?

http://math.nist.gov/quantum/zoo/ (maintained by S. Jordan)

Cuamtum slgorithms for sgebraic probisms
Alporithms for Quantom Camputers
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Connecting abstract algorithms

to devices

IARPA
BROAD AGENCY ANNOUNCEMENT: IARPA-BAA-10-02

Quantum Computer Science (QCS) Program

“The QCS Program’s goal is to accurately estimate and significantly reduce the
computational resources required to implement quantum algorithms on a
realistic guantum computer.”
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How is a quantum algorithm implemented?

Jd Executing a quantum algorithm means performing a massive
computer controlled quantum physics experiment.

d The full specification of how this experiment is to be carried out
constitutes the implementation of a quantum algorithm.

| The quantum system core is expensive and fragile; therefore,
we must minimize its number of qubits and operations.




Are we ready to re-toolthe existing crypto infrastru€ture?

irsa: 11070091 Page 68/144




Are we ready to re-toolthe existing crypto infrastru€ture?

© Battery Stretch
Battery Stretch gives you extra battery life when you

irsa: 11070091 3 2
rsa need it most. Click to leam more.

Page 69/144

—



Are we ready to re-toolthe existing crypto infrastru€ture?

irsa: 11070091 Page 70/144




Are we ready to re-toolthe existing crypto infrastruéture?

Correct answer: No.

A more informative answer:
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Are we ready to re-toolthe existing crypto infrastru€ture?

Correct answer: No.

A more informative answer:

Alternatives to RSA (i.e. factoring-based cryptography) and ECC (i.e. discrete
logarithm-based cryptography) are few and not as well scrutinized for security
against classical or quantum attacks, or developed for practical deployability.
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Alternatives to RSA (i.e. factoring-based cryptography) and ECC (i.e. discrete
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against classical or quantum attacks, or developed for practical deployability.

Understanding the power of quantum algorithms, and their impact on
computationally secure cryptography is an active area of research.
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Are we ready to re-toolthe existing crypto infrastru€ture?

Correct answer: No.

A more informative answer:

Alternatives to RSA (i.e. factoring-based cryptography) and ECC (i.e. discrete
logarithm-based cryptography) are few and not as well scrutinized for security
against classical or quantum attacks, or developed for practical deployability. e

Understanding the power of quantum algorithms, and their impact on
computationally secure cryptography is an active area of research.

Fourth International Conference on Post-Quantum Cryptography

I"*bf’*“t the conference  poCrypto 2011, Nov 29 — Dec 2, Taipeiue
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What about quantum communication?

Quantum communication can provide a new
kind of cryptography that is “information
theoretically” secure

Typically in free-space or in fibre.

Page 79/144




Quantum cryptographic tools

What about quantum communication?




irsa: 11070091

What about quantum communication?

Quantum communication can provide a new
kind of cryptography that is “information
theoretically” secure

Typically in free-space or in fibre.

Page 81/144




Pirsa: 11070091

What about quantum communication?

Quantum communication can provide a new
kind of cryptography that is “information
theoretically” secure

Typically in free-space or in fibre.

Page 82/144




irsa:

11070091

What about quantum communication?

Quantum communication can provide a new
kind of cryptography that is “information
theoretically” secure

Typically in free-space or in fibre.

Page 83/144




Pirsa: 11070091

What about quantum communication?

Quantum communication can provide a new
kind of cryptography that is “information
theoretically” secure

Typically in free-space or in fibre.




Pirsa: 11070091

What about quantum communication?

Quantum communication can provide a new
kind of cryptography that is “information
theoretically” secure

Typically in free-space or in fibre.

Willfocus on QKD here, though many other
quantum cryptography primitives are known (ask
Anne Broadbent)
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Quantum Key Distribution
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Quantum communication networks
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Quantum communication networks

At present, reliable quantum communication can be achieved along
modest distances (approx. 100km)
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Quantum communication networks

At present, reliable quantum communication can be achieved along
modest distances (approx. 100km)

Quantum repeaters, quantum teleportation, and possibly
satellites, can someday be used to span the globe.

Quantum epeaters
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At present, reliable quantum communication can be achieved along
modest distances (approx. 100km)

Quantum repeaters, quantum teleportation, and possibly
satellites, can someday be used to span the globe.

Quantum repeaters

d0—606— S

Y
Satellite-based quantum
communications terminal employing
state-of-the-arttechnology.
Pfennigbauer et al., JON 4, 549 (2003)
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Pfennigbauer et al., JON 4, 549 (2003)
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satellites, can someday be used to span the globe.

Quantum repeaters
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communications terminal employing

state-of-the-arttechnology.
Pfennigbauer et al., JON 4, 549 (2003)
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At present, reliable quantum communication can be achieved along

modest distances (approx. 100km)

Quantum repeaters, quantum teleportation, and possibly

satellites, can someday be used to span the globe.

Quantum repeaters
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Satellite-based quantum
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m

Quantum Entanglement in Space Experiments
www.quantum.atfquest
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communications terminal employing
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Pfennigbauer et al., JON 4, 549 (2003)
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Why use QKD:in practice? ¢

T

Schneier on Security

October 21, 2008

Quantum Cryptography

“Security is a chain; it's as strong as the weakest link. Mathematical
cryptography, as bad as it sometimes is, is the strongest link in most security chains.
... The real problems are elsewhere: computer security, network security, user
Interface and so on.”
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Why use QKD:in practice? €

Schneier on Security

October 21, 2008

Quantum Cryptography

“Security is a chain; it's as strong as the weakest link. Mathematical
cryptography, as bad as it sometimes is, Is the strongest link in most security chains.
... The real problems are elsewhere: computer security, network security, user
Interface and so on.”
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Why use QKD:in practice? ¢

Schneier on Security

October 21, 2008

Quantum Cryptography

“Security is a chain; it's as strong as the weakest link. Mathematical
cryptography, as bad as it sometimes is, Is the strongest link in most security chains.
... The real problems are elsewhere: computer security, network security, user
interface and so on.”
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Security of QKD implementations ¢

There are attacks on commercial quantum systems, using properties of
the physical devices used in the implementation.
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Quantum Cryptography

“Security is a chain; it's as strong as the weakest link. Mathematical
cryptography, as bad as it sometimes is, Is the strongest link in most security chains.
... The real problems are elsewhere: computer security, network security, user
Interface and so on.”
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Security of QKD implementations g

There are attacks on commercial quantum systems, using properties of
the physical devices used in the implementation.

Recent device independent proposals for QKD try to avoid these
situations.
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Security of QKD implementations ¢

There are attacks on commercial quantum systems, using properties of
the physical devices used in the implementation.

Recent device independent proposals for QKD try to avoid these
situations.

Hacking commercial quantum cryptography systems by PRL 165, 00501 (2010 R R TN FRRTEE
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Proposal for Implementing Device-Independent (uantum Key Distribution

Lars Lydersen, Carics Wischars, Christafler Wiltmann, Domifnigue Eleer, Johsnnes Skasr & Vedim
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Security of QKD implementations ¢

There are attacks on commercial quantum systems, using properties of
the physical devices used in the implementation.

Recent device independent proposals for QKD try to avoid these
situations.
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There are attacks on commercial quantum systems, using properties of
the physical devices used in the implementation.

Recent device independent proposals for QKD try to avoid these
situations.
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Quantum Sensing

Quantum information processing will transform computat
cation and sensing technologies. e.g.

communi

The twn
try amony Loloscops
resalving power than wouald b
torforamotie

prumary goals for a wolowope are sonmtivity and angular resolution. Intorforome.
xnc a standard techmgque 8 astronomy, allowing groater
available to a single elescope. In today’s IR and optical in-
wrays |1, 2, photons arniving at differeot tolescopes must b Fh:i‘lr' ally brought
towctbor for the mloricronce mocasufcimont, houtine basclines Lo 3 fow bundicd mcters at most
borause of phase fucieations and photon koss in the ransmission. Improved resoluton woald,
¥ xcompancd by adoguate soaxtivity, have many soontific 1_7-],'-.’Lr'1'.:| s, such 3 detagled ob
s fsIlive par allax mossurcments L mproy
of extra-salar plaocts. The Bold of ouamtom

afravy has boc

servational studies of actihve galactic oocla, morc

ur knowlkodec of stcllar distancos. of DDowine

Pirsa: 11070091

—

ion,

rrrr

- .

..........

Blt)a +« Mk Mn

Page 114/144




Further information...

(see Jeffery, Holloway talks)

IOP Institute of Physics
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Quantum Sensing
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Black holes as mirrors:
quantum information in random subsystems
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Quantum Sensing
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Quantum information processing will transform computation, |

communication and sensing technologies. e.g.
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Quantum Sensing
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Quantum information processing will transform computation, |

communication and sensing technologies. e.g.
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» The world is quantum mechanical. This changes
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