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Abstract: <span><div id="Cleaner">"Distributed phase reference schemes are a new class of protocols for Quantum Key Distribution, in which the
guantum signals have overall phase-relationships to each other. This is expected to protect against some loss-related attacks. However, proving the
full security of these schemesis a new challenge for theorists, as one can no longer identify individual signals (such as qubitsin BB84, for instance),
and so the security proof techniques do not apply directly.<div id="Cleaner"><div id="Cleaner">In this talk | will present two such protocols (the
Differential Phase Shift and the Coherent One Way protocols). Their ""unconditionnal security"" has not been proven yet, but | will present some
specific attacks on these schemes, which give us upper bounds for the security, as well as a ""feeling" on how these schemes should
perform."</span>
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Qutline

+ Distributed Phase Reference schemes
2 examples : DPS & COW protocols

« Can we directly apply the standard methods
to prove the security of these schemes 7

« Examples of explicit attacks :
— Beam Splitting attack
— New non-zero-error attacks
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[Inoue, Waks, Yamamato, PRA 68, 022317 (2003)]

Differential Phase Shift protocol

Laser PM

Alice

Pirsa: 07060011




[Inoue, Waks, Yamamato, PRA 68, 022317 (2003)]

Differential Phase Shift protocol
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« Alice sends a train of wesa
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[Inoue, Waks, Yamamato, PRA 68, 022317 (2003)]

Differential Phase Shift protocol
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« Alice sends a train of weak coherent pulses
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[Inoue, Waks, Yamamoto, PRA 68, 022317 (2003)]

Differential Phase Shift protocol
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Laser FM
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Alice

« Alice sends a train of weak coherent pulses ‘i\f;:l‘,

« The pulses have overall phase relationships (mode-locked laser);

the c/assical bits are encoded in the relative phase between two successive
coherent pulses.
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[Inoue, Waks, Yamamato, PRA 68,

22317 (2003)]

Differential Phase Shift protocol
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Alice Bob

« Alice sends a train of weak coherent pulses ‘i\f;t}

« The pulses have overall phase relationships (mode-locked laser);

the c/assical bits are encoded in the relative phase between two successive
coherent pulses.

« Bob inputs Alice’s states into an unbalanced interferometer.

Two successive pulses will interfere, so that Bob can determine the phase
difference, and therefore the classical bit.
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[Inoue, Waks, Yamamoto, PRA 68, 022317 (2003)]

Differential Phase Shift protocol
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Alice Bob

« Alice sends a train of weak coherent pulses ‘iﬁ}

« The pulses have overall phase relationships (mode-locked laser);

the c/assical bits are encoded in the relative phase between two successive
coherent pulses.

« Bob inputs Alice’s states into an unbalanced interferometer.

Two successive pulses will interfere, so that Bob can determine the phase
difference, and therefore the classical bit.

2
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et a/, APL 87, 194108 (2005)]

Coherent One Way protocol
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et al/, APL 87, 194108 (2005)]

Coherent One Way protocol

e — = oy e —y

Laser IM N N
|

Alice

« Alice sends a train of weak coherent pulses Qr empt,
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et a/, APL 87, 194108 (2005)]

Coherent One Way protocol
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Alice

« Alice sends a train of weak coherent pulses \«JF} or empty pulses \0}
Again, the pulses have overall phase relations
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et al/, APL 87, 194108 (2005)]

Coherent One Way protocol
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« Alice sends a train of weak coherent pulses \«Jﬁ} or empty pulses \0}
Again, the pulses have overall phase relationships.
The pulses are taken two by two to form bit seque,
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et al/, APL 87, 194108 (2005)]

Coherent One Way protocol

Laser M . ‘ A ‘
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Alice

« Alice sends a train of weak coherent pulses Hﬁ} or empty pulses \0}
Again, the pulses have overall phase relationships.
The pulses are taken two by two to form bit sequences ‘OJE) or Hﬁo}.
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et a/, APL 87, 194108 (2005)]

Coherent One Way protocol

Bob
Laser M
o >0
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« Alice sends a train of weak coherent pulses Hﬁ} or empty pulses \0}
« Again, the pulses have overall phase relationships.
- The pulses are taken two by two to form bit sequences |0/x) or ‘JEO}.

« On afirst line, Bob measures the time of arrival of the pulses to get the bits.

« Baob also takes a fraction of the incoming signal and inputs it into an
unbalanced interferometer to check for the coherence between two
successive non-empty pulses.
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et al/, APL 87, 194108 (2005)]

Coherent One Way protocol

S Bob
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Alice sends a train of iveak coherent pulses Hﬁ} or empty pulses \0}
Again, the pulses have overall phase relationships.
The pulses are taken two by two to form bit sequences |0J/x) or ‘JEO}.

s Dby
¥ LBl rn> &7

On a first line, Bob measures the time of arrival of the pulses to get the bits.

Bob also takes a fraction of the incoming signal and inputs it into an
unbalanced interferometer to check for the coherence between two

suUccessive non-empty pulses. .
PY P » Security parameters : Q. V
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[Gisin et al, quant-ph/0411022 (2004);
Stucki et a/, APL 87, 194108 (2005)]

Coherent One Way protocol

Bob
Laser [IU_I
o >0
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« Alice sends a train of weak coherent pulses Hﬁ} or empty pulses \0}
« Again, the pulses have overall phase relationships.
»  The pulses are taken two by two to form bit sequences |0Jx) or ‘JEO}.

« Qubits » ? No : additional phase relation. ..

« On afirst line, Bob measures the time of arrival of the pulses to get the bits.

« Baob also takes a fraction of the incoming signal and inputs it into an
unbalanced interferometer to check for the coherence between two

successive non-empty pulses. .
PY P » Security parameters: Q.1
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Security of these schemes ?
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Security of these schemes ?

* Quite general methods have been developed to prove the
security of a large class of « standard » QKD protocols, for
which each classical bit is encoded into an independant
quantum system (qubit).
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* Quite general methods have been developed to prove the
security of a large class of « standard » QKD protocols, for
which each classical bit is encoded into an independant
quantum system (qubit).

» Problem : for those distributed phase reference schemes, we
cannot define such qubits...

The standard proofs do not apply directly!
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Security of these schemes ?

* Quite general methods have been developed to prove the
security of a large class of « standard » QKD protocols, for
which each classical bit is encoded into an independant
quantum system (qubit).

» Problem : for those distributed phase reference schemes, we
cannot define such qubits...

The standard proofs do not apply directly!

- Before we try to develop new techniques, we want to get a
feeling of how secure these schemes should be, of their
limitations...

In order to do so, we study specific attacks.
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Beam-Splitting attack on DPS
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Beam—SpIitting attack on DPS
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- BS attack : Eve can simulate a channel of transmitivity £ by taking a
fraction (1 t)of the signal (states |+/«)), and forwarding the other fraction £
through a lossless channel to Bob.




Beam—SpIitting attac_;k on DPS
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/\% Bob

Alice
BS attack : Eve can simulate a chanr%nsmﬁwﬂy f by taking a
fraction (1 t)of the signal (states |+/#)), and forwarding the other fraction £

through a lossless channel to Bob.

« Eve'sinformation ? She has states ‘W#E) where u, =(1-Hu.
For each bit detected by Bob, one can compute her states g5 and #; .

Eve’s information is upper-bounded by Halevo s quantity

ZH_E_S(,JE}__S{‘)AD Qe (P 1)
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Beam-Splitting attack on DPS
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- BS attack : Eve can simulate a channel of transmitivity £ by taking a
fraction (1 t)of the signal (states |+/#)), and forwarding the other fraction £

through a lossless channel to Bob.

« Eve'sinformation ? She has states ‘W#E) where u, =(1-Hu.
For each bit detected by Bob, one can compute her states g5 and #; .

Eve's information is upper-bounded by Holevo's quantity

p 41 :S(PE }_%S(p;:u )_%S(PEH)

« Secretkeyrate? r= ,ut?;(l—h(Q)— Zﬂg)
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Beam-Splitting attack on COW
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Beam-Splitting attack on COW
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« Eve'sinformation ? :
For each bit detected by Bob, Eve has one of the two states ‘0,1,*,ug> or ‘ﬂxﬁE ,0/' .
Again, Eve’s infarmation is upper-bounded by Holevo's quantity

2 =S(o.)-> S{o2*)- - (ot
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Beam-Splitting attack on COW
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BS attack :  (...... )

Eve's information ?
For each bit detected by Bob, Eve has one of the two states ‘0 ,ug> ar ‘,,/;_;E o)
Again, Eve's information is upper-bounded by Holevo's quantity 1Y

r #5 :S(PE}_ES(/JE )_lS(P; 1)

2

Secretkeyrate ? r= %p{r}(l—h(Q)— zﬂg)




BS attack : DPS vs COW
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BS attack : DPS vs COW
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Linear regime :
for pt<<l, r—riy, rp—riu)
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I Let's Imagine other attacks...
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Let's Imagine other attacks...

« BS attack is a zero-error attack
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Let's Imagine other attacks...

» BS attack is a zero-error attack
Vi), > |t ) | )
For uf<<l, ‘\f;)ﬂ—}ﬂﬂ}—ﬁﬂﬂﬁ‘@}E
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Let's Imagine other attacks...

« BS attack is a zero-error attack
Vi), > |t s ),
For uf<<l, ‘@)A—)ﬂﬂ}—ﬁﬂﬂﬁ‘@}E

» \We are looking for more efficient attacks.
Let's entangle Eve's system to Bob's !
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Let's Imagine other attacks...

« BS attack is a zero-error attack

i), = |t ), | ),
For uf<<l, ‘\f;}ﬂ—)ﬂﬂ}.—ﬁﬂﬂﬁ‘ﬁh
» \We are looking for more efficient attacks.

Let's entangle Eve’'s system to Bob's !

For s <<1, H,EA -0} |@), + |1} |w),

The price to pay will be the introduction of errors...
[Ex: For the above attack on a sequence H,E@} the interference will show a visibility VZE{@|W>‘2 ]
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New attacks on DPS and COW

In fact, it is more efficient for Eve to attack the pulses 2 by 2 :
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New attacks on DPS and COW

In fact, it is more efficient for Eve to attack the pulses 2 by 2 :

» For DPS :
oJu.olu) ,—{00),|@..), + Ja|ol) gl +m|10) ll)  (o.@el{+})
Loss of visibility, QBER :

V.. ~Re(yZ |92, V... -Relo. Wl )Wl |o..) OBER-—"
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New attacks on DPS and COW

In fact, it is more efficient for Eve to attack the pulses 2 by 2 :
* For DPS .
olm.ofp) —(00) |@.), +/m|ol) |wh) + /m|l0),

Loss of visibility, QBER :

vo), (ooe(+))

V., =Re(yl. |wl). V., .=Relg, |vo)e' |@,. ) OBER= %

* For COW :
0,\Ju) —[00) |@,), +/A-0)ulo1) |y} +Oml10) |w)’)
Ju0) —[00) @), +om(on) ly") +A-0m10) [¢"),
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I Study of the new attacks
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Study of the new attacks

» So far we didn't say anything about Eve’'s states; she will of
course chose them so as to maximize her information.
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course chose them so as to maximize her information.

[ Eve's states should satisfy a few constraints : unitarity, visibilities. ]
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Study of the new attacks

» So far we didn't say anything about Eve’'s states; she will of
course chose them so as to maximize her information.

[ Eve's states should satisfy a few constraints : unitarity, visibilities. ]

[ Eve’s information will be again measured by Holevo's quantity y ,.. ory .. |

» As for Alice and Bob, they should optimize the value of 1 so
as to maximize the secret key rate » (or #,).
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Study of the new attacks

» So far we didn't say anything about Eve’'s states; she will of
course chose them so as to maximize her information.

[ Eve's states should satisfy a few constraints : unitarity, visibilities. ]

[ Eve's information will be again measured by Holevo's quantity y ,.. ory .. |

» As for Alice and Bob, they should optimize the value of 4 so
as to maximize the secret key rate » (or r,).

» The two rounds of optimization were performed numerically.
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Security bounds for our attacks
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I Note that...
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Note that...

» Our attacks give us upper bounds on the secret key rates that
one can achieve with the DPS or COW protocols.
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Note that...

» Our attacks give us upper bounds on the secret key rates that
one can achieve with the DPS or COW protocols.

« Other types of attacks have also been studied:
— On DPS: [ Curty et al, quant-ph/0609094, to be published in QIC;
T. Tsurumaru, quant-ph/0612204 ]
— On COW: [ Branciard et al, quant-ph/0609090, to be published in QIC ]
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Note that...

« Qur attacks give us upper bounds on the secret key rates that
one can achieve with the DPS or COW protocols.

» Other types of attacks have also been studied:
— On DPS: [ Curty et al, quant-ph/0609094, to be published in QIC;

T. Tsurumaru, quant-ph/0612204 ]
— On COW: [ Branciard et al, quant-ph/0609090, to be published in QIC ]

» These are specific attacks, they do not allow us to conclude
that the protocols are secure !
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Note that...

» Our attacks give us upper bounds on the secret key rates that
one can achieve with the DPS or COW protocols.

« Other types of attacks have also been studied:
— On DPS: [ Curty et al, quant-ph/0609094, to be published in QIC;

T. Tsurumaru, quant-ph/0612204 ]
— On COW: [ Branciard et al, quant-ph/0609090, to be published in QIC ]

» These are specific attacks, they do not allow us to conclude
that the protocols are secure !

However, we hope our attacks are not that far from the
optimal ones, and that our upper bounds are not that bad !
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Conclusion

« Two « Distributed Phase Reference » protocols:
the DPS and COW protocols.
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Conclusion

« Two « Distributed Phase Reference » protocols:
the DPS and COW protocols.

* Quite simple in principle, but the standard security proofs do
not apply. ®

» Study of some specific attacks,
Upper bounds on the achievable secret key rates.

 [ntuition on the performances of these schemes.
That's a good start !
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» Study of some specific attacks,
Upper bounds on the achievable secret key rates.

 [ntuition on the performances of these schemes.
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Security bounds for our attacks
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BS attack : DPS vs COW

o 20 40 & ED 100 0 20 40 a0 80 100

Linear regime :
for pi<<). r—riyg, r,—rinu)

Pirsa: 07060011




Security bounds for our attacks
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