Title: Introduction to Quantum Information and Computation from a Foundational Standpoint
Date: Nov 30, 2006 10:30 AM

URL: http://pirsa.org/06110042

Abstract: Quantum Computation

Pirsa: 06110042 Page 1/149



Cuantum Information

Pre and Post-Selection

ey

(1) Alice prepares a system in a certain state |[pre) at time tp,

(11) Bob measures some ohservable M on the system at time ts,

(ii1) Alice measures an observable of which |post) is an

elgenstate at time t3, and post-selects for |post).

then Alice can assign probabilities to the outcomes of Bob's
M-measurement at t,. conditional on the states |pre) and |post)
at times t; and t3, respectively. as follows:

(pre|Py |post) | -
‘IE £ k| POSL) | (“)

[)['{'rh[ql{) — : — e
>_; |(pre[Pi|post)|?
where P; is the projection operator onto the i'th eigenspace of

M.
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Quantum Key Distribution

Quantum Information

@ If M is unknown to Alice. she can use the ABL-rule to
assign probabilities to the outcomes of various hypothetical
M-measurements.

@ The interesting peculiarity of the ABL-rule. by contrast

with the usual Born rule for pre-selected states, is that it is
possible—for an appropriate choice of observables M. M.

, and states |pre) and |post)—to assign unit probability
to the outcomes of a set of mutually noncommuting
observables.
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Quantum Information

Quantum Key Distribution

o If M is unknown to Alice. she can use the ABL-rule to
assign probabilities to the outcomes of various hypothetical
M-measurements.

@ The interesting peculiarity of the ABL-rule. by contrast
with the usual Born rule for pre-selected states, is that it is
possible—for an appropriate choice of observables M, M,

, and states |pre) and

post)—to assign unit probability
to the outcomes of a set of mutually noncommuting
observables.
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Quantum Information

Quantum Key Distribution

@ Alice can be 1n a position to assert a conjunction of
conditional statements of the form: “If Bob measured M.
then the outcome must have been m;, with certainty, and if
Bob measured M’, then the outcome must have been m’;.
with certainty, ...,” where M, M. ... are mutually |
noncommuting observables.

@ Since Bob could only have measured at most one of these
noncommuiting observables. Alice’s conditional information
does not. ot course, contradict quantum mechanics: she
only knows the eigenvalue my of an observable M if she
knows that Bob in fact measured M.
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CQuantum Information

Quantum Key Distribution

@ Vaidman., Aharonov, and Albert discuss a case of this sort.
where the outcome of a measurement of any of the three
spin observables X =0, Y =0y, Z=0,0f a spin—%
particle can be inferred from an appropriate pre- and
post-selection.

@ Alice prepares the Bell state

\ ]‘ = % A N
pre) = —(‘ [2)al T2)c + | l2)al la)c
V2

where | 1,) and | |;) denote the o,-eigenstates.
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Quantum Information

Quantum Key Distribution

@ Alice sends one of the particles—the channel particle,
denoted by the subseript C—to Bob and keeps the ancilla,
denoted by A. Bob measures either X.Y, or Z on the
channel particle and returns the channel particle to Alice.

@ Alice can be 1n a position to assert a conjunction of
conditional statements of the form: "If Bob measured M.
then the outcome must have been m;, with certainty, and if
Bob measured M/, then the outcome must have been 111’;.
with certainty, ...." where M, M. ... are mutually |
noncommuting observables.
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Quantum Information

Quantum Key Distribution

@ Since Bob could only have measured at most one of these
noncommuting observables. Alice’s conditional information
does not, of course, contradict quantum mechanies: she
only knows the eigenvalue m; of an observable M if she
knows that Bob in fact measured M.

@ Vaidman., Aharonov, and Albert discuss a case of this sort,
where the outcome of a measurement of any of the three
spin observables X =0, Y =0,. Z=0, 0f a ng}ili—é

particle can be inferred from an appropriate pre- and

post-selection.
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Quantum Information

Quantum Key Distribution

@ Alice prepares the Bell state

. 1 =
|£J1‘*3.=-’ = (‘ |z} A

5

\%

2.

z:: Y~ ‘ l;ﬁ}ﬁ‘ J,zz;{

where | 1,) and | |,) denote the o,-eigenstates.

@ Alice sends one of the particles—the channel particle,
denoted by the subscript C—to Bob and keeps the ancilla.
denoted by A. Bob measures either X. Y. or Z on the
channel particle and returns the channel particle to Alice.
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Cuantum Information

Quantum Key Distribution

Alice then measures an observable R on the pair of particles.
where R has the eligenstates (the subscripts A and C are
suppressed ):

._ 1 M e
r1) = —:)‘ 12)| T2) + 3(‘ [ 2) | lz_.}‘-‘ih'ﬁj‘"i'_l L2l 12)e [f"l)
V2 -
1 n : T_ e e o ey
) = —| 12| 12) — 5(1 12| l2)e™* +] 12)] 12)e™™*)
L T4 L
1 TR IR 1 e - eI
‘l*; — = L‘f; Lz | —|__)(‘ '?H l?:’P e Lz' | [5 € )
Vo< -
1 ._ T = , -
r) = —=lla)l L) — 51 T2 Lale™™% + | La)]| 12)€™/%)
v 2 i
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Quantum Information

Quantum Key Distribution

Alice then measures an observable R on the pair of particles.
where R has the eigenstates (the subseripts A and C are
suppressed ):

.. | e e \| 1 \a—ir/
‘rl.: — —§| ]5‘ | z/ +3(‘ T.£3 lz,}ﬂlwl_:h!. l.ﬂ‘ [2)e H )
V2 -
1 | 1 L P
r2) = —| 12| 12) — 5( 12| l2)e™* + | 12)] 12)e™™*)
v L Fat
SO s :
r3) = ——‘ lz}| lz) + 50 T2)] lz)e™ b lz}| Tz)€ l)
/) )
V2 -
1 : i o - =
ry) = ,ji lz)| Lz __)( [2)] Lz)€7" 4‘|_= L2)| Tz)€” l)
N &L 7o
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Quantum Information

Quantum Key Distribution

Note that:

pre) = —f T Tah) L2 La) (1)
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Quantum Information

Quantum Key Distribution

Note that:

pre) = —(| T2)
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CQuantum Information

Quantum Key Distribution

Alice can now assign values to the outcomes of Bob's spin
measurements via the ABL-rule, whether Bob measured X, Y.
or Z. based on the post-selections |ry),

ra). |r3), or |ry),
according to the following lable (where U represents the
outcome | and 1 represents the outcome | ):

Ox Oy Oy
rr| 0 0O O
I 1 1 0
I3 0 1 1
|1 0 1

Table: o, oy, 0; measurement outcomes correlated with eigenvalues

of R
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Quantum Information

Quantum Key Distribution

@ This case can be exploited to enable Alice and Bob to
share a private random key in the following way:

@ Alice prepares a certain number of copies (depending on
the length of the key and the level of privacy desired) of
the Bell state |pre).

@ She sends the channel particles to Bob in sequence and
keeps the ancillas.

@ Bob measures X or Z randomly on the channel particles
and returns the particles. in sequence, to Alice.
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Quantum Information

Quantum Key Distribution

@ Alice then measures the observable R on the ancilla and
channel pairs and divides the sequence Into two
subsequences: the subsequence Sy, for which she obtained
the outcomes r; or ry. and the subsequence So3 for which
she obtained the outcomes r> or rj.

@ To check that the channel particles have not been
monitored by Eve, Alice now publicly announces
(broadeasts) the indices of the subsequence Sos.
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Quantum Key Distribution

CQuantum Information

@ As 1s evident from the Table, for this subsequence she can

make conditional statements of the form: “For channel
particle 1. if X was measured, the outcome was 1 (0). and if
Z was measured. the outcome was 0 (1),” depending on
whether the outcome of her R-measurement was ry or rj.
She publicly announces these statements as well. If one of
these statements, for some index 1, does not agree with
Bob’s records, Eve must have monitored the i’'th channel
particle.

Of course, agreement does not entail that the particle was
not monitored.
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Quantum Information

Quantum Key Distribution

Alice can now assign values to the outcomes of Bob's spin
measurements via the ABL-rule, whether Bob measured X. Y.
or Z, based on the post-selections |ry),

ra), |r3), or |r4),
according to the following lable (where U represents the
outcome | and 1 represents the outcome |):

Ox Oy Oy

ry| 0 0 0O

1 1 0
I's 0 1 1
s |1 0 1

Table: oy, oy, 0; measurement outcomes correlated with eigenvalues

of R
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Quantum Information

Quantum Key Distribution

Alice can now assign values to the outcomes of Bob's spin
measurements via the ABL-rule, whether Bob measured X. Y.
or Z, based on the post-selections |ry),

Ir2). |I3), OF [Ig),
according to the following Table (where 0 represents the
outcome | and 1 represents the outcome |):

rr| 0 0 O

I'a 1 1 0
Ia | 0 1 1
ry | 10 1

Table: oy, oy, 0; measurement outcomes correlated with eigenvalues

of R
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Quantum Information

Quantum Key Distribution

Alice can now assign values to the outcomes of Bob's spin
measuremments via the ABL-rule, whether Bob measured X. Y.
or Z, based on the post-selections |ry),

rs). |r3), Or |ry),
according to the tollowing lable (where 0 represents the
outcome | and 1 represents the outcome |):

I 0 0 0

I 1 1 0
I's U l l
| 10 1

Table: oy, oy, 0z measurement outcomes correlated with eigenvalues

of R
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CQuantum Information

Quantum Key Distribution

@ This case can be exploited to enable Alice and Bob to
share a private random key in the following way:

@ Alice prepares a certain number of copies (depending on
the length of the key and the level of privacy desired) of
the Bell state

pre).

@ She sends the channel particles to Bob in sequence and
keeps the ancillas.

@ Bob measures X or Z randomly on the channel particles
and returns the particles. in sequence, to Alice.
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Quantum Information

Quantum Key Distribution

@ Alice then measures the observable R on the ancilla and
channel pairs and divides the sequence 1nto two
subsequences: the subsequence Sy, for which she obtained
the outcomes r; or ry. and the subsequence So3 for which
she obtained the outcomes r> or rj.

@ To check that the channel particles have not been
monitored by Eve, Alice now publicly announces
(broadcasts) the indices of the subsequence Sos.
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Quantum Information

Quantum Key Distribution

@ As 1s evident from the Table, for this subsequence she can
make conditional statements of the form: “For channel
particle 1, if X was measured, the outcome was 1 (0). and if
Z was measured, the outcome was 0 (1),” depending on
whether the outcome of her R-measurement was ro or rj.

@ She publicly announces these statements as well. If one of
these statements, for some index 1, does not agree with
Bob’s records, Eve must have monitored the i'th channel
particle.

e Of course, agreement does not entail that the particle was
not monitored.
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CQuantum Information

Quantum Key Distribution

Alice can now assign values to the outcomes of Bob's spin
measurements via the ABL-rule, whether Bob measured X.Y.
or Z, based on the post-selections |ry), |r2). |r3), or |ry),
according to the following Table (where 0 represents the
outcome | and 1 represents the outcome | ):

Ox Oy Oy

| 0 0 0

|1 1 0
s 0 1 1
ry |1 0 1

Table: oy, oy, 0, measurement outcomes correlated with eigenvalues

of R
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GQuantum Information

-

Quantum Key Distribution

@ As 1s evident from the Table, for this subsequence she can
make conditional statements of the form: “For channel
particle 1. if X was measured, the outcome was 1 (0), and if
Z was measured. the outcome was 0 (1).” depending on
whether the outcome ot her R-measurement was ro or rj.
She publicly announces these statements as well. If one of
these statements, for some index 1, does not agree with
Bob’s records, Eve must have monitored the i'th channel
particle.

Of course, agreement does not entail that the particle was
not monitored.
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Quantum Information

Quantum Key Distribution

@ As 1s evident from the Table, for this subsequence she can
make conditional statements of the torm: ‘For channel
particle 1. if X was measured, the outcome was 1 (0), and if
Z was measured. the outcome was 0 (1).” depending on
whether the outcome of her R-measurement was ro or rj.
She publicly announces these statements as well. If one of
these statements, for some index 1, does not agree with
Bob’s records, Eve must have monitored the 1'th channel
particle.

Of course, agreement does not entail that the particle was
not monitored.
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Cuantum Information

Quantum Key Distribution

@ For suppose Eve measures a different spin component
observable than Bob on a channel particle and Alice
subsequently obtains one of the eigenvalues ro or ry3 when
she measures R.

Bob's measurement outcome, either 0 or 1. will be
compatible with just one of these eigenvalues, assuming no
mtervention by Eve.

But after Eve's measurement. both of these eigenvalues will
be possible outcomes of Alice’s measurement.
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Quantum Information

Quantum Key Distribution

@ So Alice’s retrodictions of Bob’s measurement outcomes for
the subsequence S-3 will not necessarily correspond to
Bob's records.

@ In fact. one can show that if Eve measures X or Z
randomly on the channel particles, or if she measures a
particular one of the observables X, Y, or Z on the channel
particles (the same observable on each particle). the
probability of detection in the subsequence So3 is 3/8.
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Quantum Information

Quantum Key Distribution

@ Note that even a single disagreement between Alice’s
retrodictions and Bob's records is sufficient to reveal that
the channel particles have been monitored by Eve.

@ This differs from the eavesdropping test in the Ekert
protocol.
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Cuantum Information

Quantum Key Distribution

@ Note also that Eve only has access to the channel particles,
not the particle pairs.

So no strategy is possible in whieh Eve replaces all the
channel particles with her own particles and entangles the
original channel particles. treated as a single system, with
an ancilla by some unitary transformation. and then delays
anv measurements until atter Alice and Bob have
communicated publicly.

There is no way that Eve can ensure agreement between
Alice and Bob without having access to the particle pairs,
or without information about Bob’'s measurements.
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Cuantum Information

Quantum Key Distribution

@ The key distribution protocol as outlined above solves the
key distribution problem but not the key storage problem.

It Bob actually makes the random choices, measures X or
Z. and records definite outcomes for the spin measurements
before Alice measures R, as required by the protocol, Bob’s
measurement records—stored as classical
information—could in principle be copied by Eve without
detection.

@ In that case, Eve would know the raw keyv (which is
contained i this information). following the public
communication between Alice and Bob to verify the
mtegrity of the quantum communication channel.
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Quantum Information

Quantum Key Distribution

@ To solve the key storage problem, the protocol is modified
in the following way: Instead of actually making the
random choice for each channel particle, measuring one ot
the spin observables, and recording the outcome of the
measurement, Bob keeps the random choices and the spin
measurements ‘at the quantum level’ until after Alice
announces the indices of the subsequence So3 of her R
measurements.

@ To do this. Bob enlarges the Hilbert space by entangling
the quantum state of the channel particle via a unitary
transformation with the states of two ancilla particles that
he introduces.
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Quantum Information

Quantum Key Distribution

@ One particle is associated with a Hilbert space spanned by
two eigenstates, |dx) and |dz;, of a choice observable or
"quantum die” observable D.

@ The other particle is associated with a Hilbert space
spanned by two eigenstates, |p;) and |p|). of a pointer
observable P.
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Quantum Information

Quantum Key Distribution

@ On the modified protocol (assuming the ability to store
entangled states indefinitely), Alice and Bob share a large
number of copies of an entangled 4-particle state.

When they wish to establish a random key of a certain
length, Alice measures R on an appropriate number of
particle pairs in her possession and announces the indices
of the subsequence So3.

Before Alice announces the indices of the subsequence Soj.
neither Alice nor Bob have stored any classical information.
So there is nothing tfor Eve to copy.
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Quantum Information

Quantum Key Distribution

3

@ After Alice announces the indices of the subsequence Sog,
Bob measures the observables D and P on his ancillas with
these indices and announces the eigenvalue |py) or |p|) as
the outcome of his X or Z measurement. depending on the
eigenvalue of D.

If Alice and Bob decide that there has been no
eavesdropping by Eve. Bob measures C and P on his
ancillas in the subsequence S;,4.
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Quantum Information

Quantum Key Distribution

e On the modified protocol (assuming the ability to store
entangled states indefinitely), Alice and Bob share a large
number of copies of an entangled 4-particle state.

@ When they wish to establish a random key of a certain
length, Alice measures R on an appropriate number of
particle pairs in her possession and announces the indices
of the subsequence So3.

Before Alice announces the indices of the subsequence Soj.
neither Alice nor Bob have stored anyv classical information.
So there is nothing tor Eve to copy.
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Quantum Information

Quantum Key Distribution

@ One particle is associated with a Hilbert space spanned by
two eigenstates. |dx) and |dz), of a choice observable or
‘quantum die” observable D.

@ The other particle is associated with a Hilbert space
spanned by two eigenstates, |p;) and |p|). of a pointer
observable P.
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Cuantum Information

Quantum Key Distribution

@ To solve the key storage problem, the protocol is modified
in the following way: Instead of actually making the
random choice for each channel particle, measuring one ot
the spin observables, and recording the outcome of the
measurement, Bob keeps the random choices and the spin
measurements ‘at the quantum level’ until after Alice
announces the indices of the subsequence So3 of her R
measurements.

@ To do this. Bob enlarges the Hilbert space by entangling
the quantum state of the channel particle via a unitary
transformation with the states of two ancilla particles that
he introduces.
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Quantum Information

Quantum Key Distribution

@ One particle is associated with a Hilbert space spanned by
two eigenstates, |dx) and |dz), of a choice observable or
‘quantum die” observable D.

@ The other particle is associated with a Hilbert space
spanned by two eigenstates. |py) and |p|). of a pointer
observable P.
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Cuantum Information

Quantum Key Distribution

@ On the modified protocol (assuming the ability to store
entangled states indefinitelv), Alice and Bob share a large
number of copies of an entangled 4-particle state.

@ When they wish to establish a random key of a certain
length, Alice measures R on an appropriate number of
particle pairs in her possession and announces the indices
of the subsequence So3.

Before Alice announces the indices of the subsequence Soj.
neither Alice nor Bob have stored any classical information.
So there is nothing tor Eve to copy.
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Quantum Information

Bit Commitment

The entanglement is implemented by a unitary transformation.
Define two unitary transformations, Ux and Uy, that
implement the X and Y measurements ‘at the quantum level on
the tensor product of the Hilbert space of the channel particle,
Hc, and the Hilbert space of Bob's pointer ancilla, Hpp:

[

M 00 \ Ux e L \
lll,xt_'\pi_rfB = LEJ € \plfﬁ
e Ux \ o
Ix2)c|po)B — |X2)c|P2)B

and
S % I"_‘l' . X
\Tv 1,-*(:‘\[’1‘1;[% — 1) 1,"{?\[“1;’13
va)ellpo)B — |va2)c|p2)B
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Quantum Information

Bit Commitment

The entanglement is implemented by a unitary transtformation.
Define two unitary transtormations, Ux and Uy. that
implement the X and Y measurements ‘at the quantum level’ on
the tensor product of the Hilbert space of the channel particle,
Hc, and the Hilbert space of Bob's pointer ancilla. Hpp:

[

x1)e|po)B — |x1)e|p1)B
_ Ux |
x2)c|po)B — |X2)c|p2)B

and
b T I-_‘I'. . \
\."f l,f'(_‘\PwB — H;(_‘\le /B
o e, % R :
va)c|lpo)B — |¥2)c|p2)B
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Cuantum Information

Bit Commitment

@ The random choice is defined similarly by a unitary
transtormation V on the tensor product ot the Hilbert

space of Bob’s die ancilla, Hp,, and the Hilbert space
He @ Hp,p-

Suppose |dx) and |dy) are two orthogonal states in Hp,

1

"y
TR

1

and that |dg) = dx) + M_G‘rly:.
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Cuantum Information

Bit Commitment

@ The random choice is defined similarly by a unitary
transtormation V on the tensor product ot the Hilbert

space of Bob’s die ancilla, Hp,, and the Hilbert space
He @ Hpp-

Suppose |dx) and |dy) are two orthogonal states in Hp,

1

L |dx) + 75 dy).

)
. TAB

and that |dg) =
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Ouantum Information

Bit Commitment

Then (suppressing the obvious subscripts) V is defined by:

o \ ; L7 T : :
dx) @ [¥)|pe) — |dx)} ® Ux|¢}|pe)
dy) @ |[4)|poy — |dy) ® Uy|Y)|po)
so that
._ i v N
ﬁfln.} |f_-‘}!D:'_1.? =
—,__,‘(_'1},-: ‘5 LT}{|£_,‘J:: ‘p[]_}  —— {le # _[_.T":['i.'_'.'f:- ‘pi_}_,}' {f)]

where the tensor product svmbol has been mtroduced
selectively to indicate that Uy and U, are defined on He @ Hp,.
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Quantum Information

Bit Commitment

@ If Bob were to actually choose the observable X or Y
randomly. and actually perform the measurement and
obtain a particular eigenvalue, Alice’s density operator for
the channel particle would be:

~ () (xalw) P o)

1 )

+5( (vile) v v+

assuming that Alice does not know what observable Bob
chose to measure. nor what outcome he obtained.

But this is precisely the same density operator generated

bv tracing over Bob’s ancilla particles in the state
—sldx) @ Ux|v)|po) + Z5ldy) ® Uy|v)|pe).

>
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Quantum Information

Bit Commitment

Then (suppressing the obvious subscripts) V 1s defined by:

dx) @ [¥)|pe) — |dx) @ Ux|v)|po)

v

[dy) @ Uy|¥) |po)

dy) @ |¢)|po)

so that
|do) @ |¥)|Pa) X,
—|dx) ® Ux|¢)|pe) + %\‘?IY ) ® Uy|v)|pe) (6)

where the tensor product syvmbol has been introduced
selectively to indicate that Uy and Uy are defined on Hc @ Hpp.
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Quantum Information

Bit Commitment

@ The random choice is defined similarly by a unitary
transtormation V on the tensor product of the Hilbert

space of Bob’s die ancilla, Hp,, and the Hilbert space
rH(_' P HBP.

Suppose |dx) and |dy) are two orthogonal states in Hp,

1

17‘{‘1}{::2: + ﬁ‘{h

)
TR

E_Ln(l Tt}ﬂt |d“ :} —
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Quantum Information

Bit Commitment

It follows that:

: | |}

| .-". l‘". _ K .- - e .I". - . b I.-'l ST .".I - l‘". o X
| Y .J-'(_‘-\Pu_..-'B — (X1 |¥)|X1)C|P1)B + (X2|0)|X2) ﬂi_"Pﬂ.’;B

| \ ) \ -[_-‘E_ ! L : | 5
V)clpo) —= (v1[¢)y1)clp1)B + |

Y

2|¥)ly2)clp2)B
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Cuantum Information

Bit Commitment

@ The random choice is defined similarly by a unitary
transtormation V on the tensor product of the Hilbert

space of Bob’s die ancilla, Hp,, and the Hilbert space
He © Hpp.-

Suppose |dx) and |dy) are two orthogonal states in Hp,

and that |dg) = _l:‘rlj{:? -+ %‘rlyf.
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CQuantum Information

Bit Commitment

Then (suppressing the obvious subscripts) V is defined by:

‘d:\; X Po ;
dy ) R [2)|pe)
so that
|de) @ |¢¥)|pe) —
1

Idx) © Ux|¥)|po)

|dy) @ Uy|Y)|po)

1

T}"dx } < I_.T};|I_,‘jf:-\pu; s —\ih 524 I_th-lr_"i:-\p”:':- {6]

V2

U_

where the tensor product svmbol has been introduced
selectively to indicate that Uy and U, are defined on Hc @ Hp,.
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Quantum Information

Bit Commitment

It follows that:

07

lf-'g(_"\[?u;‘B — (X V)X jolP1 B T (X2l ,-*!3\2,.-f'i_"P2.fB

. . W . . .
. o - o {10, . A IR T . D
liclpo)s — (N |¥) [yi)elpr)B + (y2|v)ly2)clp2)B
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Quantum Information

Bit Commitment

@ The random choice is defined similarly by a unitary
transtormation V on the tensor product ot the Hilbert

space of Bob’s die ancilla, Hp,, and the Hilbert space

He @ Hpp-

Suppose |dx) and |dy) are two orthogonal states in Hp,
and that |dy) = J=|dx) + —=|dy).
V2

'\‘I. ,
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Quantum Information

Bit Commitment

Then (suppressing the obvious subscripts) V is defined by:

T v | 1'\-- - T \ i
dx) ® [¥)|pe) — |dx) ® Ux|¢)|po)

v

dy) @ Uy|¥)|pe)

dy) ® |¥)|pe)
so that
‘(.-1{._' f % ‘ ) ‘ pl: ) : —
1 1

—_|dx) ® Ux|v)|pe) + —=|dy) © Uy|¢)pe)  (6)
V2 V2

where the tensor product symbol has been introduced
selectively to indicate that Uy and Uy are defined on Hc @ Hpp.
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CQuantum Information

Bit Commitment

@ In a bit commitment protocol, one party, Alice, supplies an
encrypted bit to a second party. Bob.
The information available in the encrypted bit should be
insufficient for Bob to ascertain the value of the bit, but
sufficient. together with further information supplied by
Alice at a subsequent stage when she is supposed to reveal
the value of the bit. for Bob to be convinced that the
protocol does not allow Alice to cheat by encrypting the bit
1 a way that leaves her free to reveal either O or 1 at will.
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Cuantum Information

Quantum Key Distribution

@ On the modified protocol (assuming the ability to store
entangled states indefinitely). Alice and Bob share a large
number of copies of an entangled 4-particle state.

When they wish to establish a random key of a certain
length, Alice measures R on an appropriate number of
particle pairs in her possession and announces the indices
of the subsequence So3.

Before Alice announces the indices of the subsequence Soj.
neither Alice nor Bob have stored any classical information.
So there i1s nothing for Eve to copy.
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Quantum Information

Quantum Key Distribution

@ One particle 1s associated with a Hilbert space spanned by
two eigenstates, |dx) and |dz;, of a choice observable or
‘quantum die’ observable D.

@ The other particle is associated with a Hilbert space
spanned by two eigenstates. |p;) and |p|). of a pointer
observable P.
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Quantum Information

Quantum Key Distribution

@ On the modified protocol (assuming the ability to store
entangled states indefinitely), Alice and Bob share a large
number of copies of an entangled 4-particle state.

When they wish to establish a random key of a certain
length, Alice measures R on an appropriate number of
particle pairs in her possession and announces the indices
of the subsequence Soj.

Before Alice announces the indices of the subsequence Soj.
neither Alice nor Bob have stored any classical information.
So there is nothing for Eve to copv.
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Guantum Information

Quantum Key Distribution

@ After Alice announces the indices of the subsequence So3,
Bob measures the observables D and P on his ancillas with
these indices and announces the eigenvalue |py) or |p|) as
the outcome of his X or Z measurement. depending on the
eigenvalue of D.

If Alice and Bob decide that there has been no
eavesdropping by Eve. Bob measures C and P on his
ancillas in the subsequence S;y.
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Quantum Information

Quantum Key Distribution

@ It is easy to see that the ABL-rule applies in this case. just
as 1t applies 1 the case where Bob actually makes the
random choice and actually records definite outcomes of his
X or Z measurements before Alice measures R.

In fact, if the two cases were not equivalent for Alice—if
Alice could tell from her R-measurements whether Bob had
actually made the random choice and actually performed
the spin measurements. or had merely mmplemented these
actions ‘at the quantum level—the difference could be
exploited to signal superluminally.
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Ouantum Information

Bit Commitment

@ In a bit commitment protocol, one party, Alice. supplies an
encrypted bit to a second party. Bob.
The information available in the encrypted bit should be
msufficient for Bob to ascertain the value of the bit, but
sufficient. together with further information supplied by

Alice at a subsequent stage when she is supposed to reveal
the value of the bit. for Bob to be convinced that the
protocol does not allow Alice to cheat by encrypting the bit
in a way that leaves her free to reveal either O or 1 at will.
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